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Combined 
Charging 
System 

The Combined Charging System is a universal charging system for electric which integrates all established AC 

charging solutions with ultra-fast DC charging in a single system. Only one charging interface will be required at 

the vehicle for single-phase AC charging, fast three-phase AC charging as well as ultra-fast d.c. charging at 

home or public stations.  

The Combined Charging System enhances today´s regional solutions towards one global integrated system. 

The Combined Charging System represents the future of fast charging and maximizes the integration of 

electric vehicles into future smart grids.  

The Combined Charging System is an open international standardized system and mainly driven by Audi, 

BMW, Chrysler, Daimler, Ford, General Motors, Porsche and Volkswagen.  

Combined Charging System - Introduction  

Disclaimer 

Only public available Standards and Specification published by ISO/IEC and the relevant national Standard 

Bodies have to be used for product development.  

The content of this Design Guide is not  binding nor can be exclusively used as basis for product development. 

 As some standards for the Combined Charging System are not finalized yet (status IS), the relevant standards 

for the Implementation of the Combined Charging System is organized by the  

Combined Charging System Specification. 
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Re-
commended
Document  

• Specification for a Freestanding Quick Charging Station (DC + AC) 

The Design Guide is a simplified training guide which enables the reader to develop a fundamental 
understanding for the Combined Charging System. The Guide explains and clarifies the system 
architecture, system activity, charging communication and safety measures of the Combined 
Charging System. These information are based on relevant Standards and are therefore a starting 
point for station manufacturers and operators as well as suppliers.  
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Description 
of Safety 
Concept 

�
The S

afety C
oncept describes the advanced safety functionalities of the C

om
bined 

C
harging S

ystem
 to avoid potential failures for D

C
 C

harging of E
V

s and to reduce 
m

ain risks through defined exit strategies. 

Contents Design Guidance 

Standards 
and 

Suppliers 

�
The listed standards are the basis for the D

esign G
uide and providing general and 

basic requirem
ents for D

C
 E

V
 charging stations for conductive connection to the 

vehicle. A
lso som

e m
ajor supplier for charging com

ponents and equipm
ent are 

listed. 

Sim
plified 

Charging 
Architecture 
and System

 
Activity 

�
The S

ystem
 A

rchitecture of the C
om

bined C
harging S

ystem
 serves for a system

atic 
definition of the system

 activity. For each charge state the active electric com
ponents 

are identified and highlighted in the architectural diagram
. The aspects covered 

include characteristics and operating conditions of the supply device and the 
connection to the vehicle. 

Illustration 
of PW

M
 and 

High Level 
Com

m
uni-

cation 

�
The illustration of P

ulse W
idth M

odulation and H
igh Level C

om
m

unication is a 
clarification of function and the preconditions for the com

m
unication betw

een the E
V

 
and the D

C
 S

upply.  
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Illustration of charging sequence w
ith a 

sim
plified architecture on system

 level 

7 

The charging sequence and its related system
 activities are specified in a detailed but highly 

com
pressed m

anner in IE
C

 61851-23, A
nnex C

C
. 

¾
To m

ake the IE
C

 61851-23 standard description easier to understand, the follow
ing pages provide a step-by-

step insight into the charging sequences by applying a sim
plified system

 architecture. 
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plified architecture on system
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Description 

�
B

ased on a sim
plified architecture on system

 level the different sequences w
ith  

the com
plete set of functions of the com

bined charging system
 w

ill be explained.  
�

The follow
ing functional overview

 is a com
plete description of all charging 

sequences. It contains 
�

the system
 operation behavior and its reflection to high-level functions 

�
for each sequence the identified and highlighted active electric com

ponents 

Exam
ple 

The sim
plified charging architecture and system

 activity allow
s a system

atic description of the 
charging sequences and the high level com

m
unication of the C

om
bined C

harging S
ystem

. 
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Illustration of charging sequence w
ith a 

sim
plified architecture on system

 level 

Supply Station 
 

DC Pow
er Unit 

(including C
harge 

C
ontroller) 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

V
out 

θ 

PE 

Isolation C
heck 

Vehicle 
 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

V
in 

PE 

Lock 
Lock M

onitor 
U

nm
ated 

PP 

CP 
CP 

R
 

PLC 
Pow

er Line 
C

om
m

unication 

PE 
Protective Earth 
V

in 
Vehicle Input 
Voltage M

onitoring 

θ Tem
perature 

Vehicle 
Electric Vehicle 

Supply 
Infrastructure pow

er 
supply 

G
lossar: 

       / 
Physical / functional connection 

V
out 

Supply O
utpuut 

Voltage M
easurem

ent 

HV System
 

(including B
attery) 

A
, +12V

 

¾
S

chem
atic show

s only the relevant physical and functional elem
ents for illustration. 
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Illustration of charging sequence w
ith a 

sim
plified architecture on system

 level 

Vehicle 
 

M
ated 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

Lock 
Supply Station 

 

DC Pow
er Unit 

(including C
harge 

C
ontroller) 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

V
out 

θ 

PE 

Isolation C
heck 

Lock M
onitor 

HV System
 

(including B
attery) 

U
nm

ated 

Initialize 

C
able C

heck 

P
recharge 

C
harge 

U
nm

ated 

P
ow

er D
ow

n 

Sequence 
P

hase 

V
in 

PE 
PP 

CP 
CP 

R
 

B
1, +9V

 

D
isconnecting 

D
evice 

t0 

Tim
e 

P
eriod* 

N
ot in use 

O
perational but not 

yet ready for  
C

harging 
R

eady for charging 
Fault 
D

C
 high voltage 

¾
C

P enters state B
1 instantly w

ith m
ating. Vehicle is im

m
obilized (P

P
). 

* A
ccording to IE

C
 61851-23 
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Illustration of charging sequence w
ith a 

sim
plified architecture on system

 level 

Vehicle 
 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

Lock 
Supply Station 

 

DC Pow
er Unit 

(including C
harge 

C
ontroller) 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

V
out 

θ 

PE 

Isolation C
heck 

U
nm

ated 

M
ated 

Initialize 

C
able C

heck 

P
recharge 

C
harge 

U
nm

ated 

P
ow

er D
ow

n 

V
in 

PE 
PP 

CP 
CP 

R
 

Initialize 

P
W

M
: P

ulse W
idth M

odulation 

period tim
e 

„on“ tim
e 

duty cycle [%
]    = 

period tim
e 

„on“ tim
e 

1 kH
z 

B
2, +9V

 

5%
 

D
isconnecting 

D
evice 

t1-2 

N
ot in use 

O
perational but not 

yet ready for  
C

harging 
R

eady for charging 
Fault 
D

C
 high voltage 

HV System
 

(including B
attery) 

Sequence 
P

hase 

¾
E

stablish P
LC

 com
m

unication: E
xchange operating lim

its and param
eters of charging. S

hutdow
n if d.c. 

Voltage > 60V
 or incom

patibility of E
V

 and d.c. supply is detected. 

< 60V 

Lock M
onitor 

Tim
e 

P
eriod* 

* A
ccording to IE

C
 61851-23 
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Illustration of charging sequence w
ith a 

sim
plified architecture on system

 level 

M
ated 

Vehicle 
 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

Lock 
Supply Station 

 

DC Pow
er Unit 

(including C
harge 

C
ontroller) 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

V
out 

θ 

PE 

Isolation C
heck 

Lock M
onitor 

U
nm

ated 

Initialize 

C
able C

heck 

P
recharge 

C
harge 

U
nm

ated 

P
ow

er D
ow

n 

V
in 

PE 
PP 

CP 
CP 

R
 

C
able C

heck 
5%

 

C
2 or D

2, +6V
 or +3V

 

D
isconnecting 

D
evice 

t3 

N
ot in use 

O
perational but not 

yet ready for  
C

harging 
R

eady for charging 
Fault 
D

C
 high voltage 

HV System
 

(including B
attery) 

Sequence 
P

hase 

¾
EV changes C

P state from
 B to C

/D
 and sets EV status “R

eady”. After connector lock has been confirm
ed  

d.c. supply starts checking H
V

 system
 isolation and continuously reports isolation state. 

S
elf Test 

o.k. 

Tim
e 

P
eriod 

P
W

M
 duty cycle: 

3%
 - 7%

 
D

igital com
m

unication required 

8%
 - 97%

 
Available current  

other 
C

harging not allow
ed 

1) 

1) IE
C

61851-1, Table A
3.9 
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Illustration of charging sequence w
ith a 

sim
plified architecture on system

 level 

M
ated 

Vehicle 
 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

Lock 
Supply Station 

 

DC Pow
er Unit 

(including C
harge 

C
ontroller) 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

V
out 

θ 

PE 

Isolation C
heck 

U
nm

ated 

Initialize 

C
able C

heck 

P
recharge 

C
harge 

U
nm

ated 

P
ow

er D
ow

n 

V
in 

PE 
PP 

CP 
CP 

R
 

C
able C

heck 
5%

 

C
2 or D

2, +6V
 or +3V

 

D
isconnecting 

D
evice 

t4 

N
ot in use 

O
perational but not 

yet ready for  
C

harging 
R

eady for charging 
Fault 
D

C
 high voltage 

HV System
 

(including B
attery) 

Sequence 
P

hase 

¾
D

.C
. supply determ

ines that isolation resistance of system
 is above 100 kΩ

. A
fter successful  isolation check, 

d.c. supply indicates status ”Valid” and changes status to “R
eady” w

ith C
able C

heck R
esponse.  

Lock M
onitor 

Tim
e 

P
eriod* 

* A
ccording to IE

C
 61851-23 
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Illustration of charging sequence w
ith a 

sim
plified architecture on system

 level 

Vehicle 
 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

Lock 
Supply Station 

 

DC Pow
er Unit 

(including C
harge 

C
ontroller) 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

V
out 

θ 

PE 

Isolation C
heck 

Lock M
onitor 

U
nm

ated 

Initialize 

C
able C

heck 

P
recharge 

C
harge 

U
nm

ated 

P
ow

er D
ow

n 

V
in 

PE 
PP 

CP 
CP 

R
 

M
ated 

P
recharge 

Isolation M
onitor 

5%
 

C
2 or D

2, +6V
 or +3V

 

D
isconnecting 

D
evice 

t5 

N
ot in use 

O
perational but not 

yet ready for  
C

harging 
R

eady for charging 
Fault 
D

C
 high voltage 

HV System
 

(including B
attery) 

Sequence 
P

hase 

¾
E

V
 sends P

re-C
harge R

equest, w
hich contains both requested d.c. current <2A (m

axim
um

 inrush current) and 
requested D

C
 voltage.  

Tim
e 

P
eriod* 

14 
* A

ccording to IE
C

 61851-23 
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Illustration of charging sequence w
ith a 

sim
plified architecture on system

 level 

Vehicle 
 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

Lock 
Supply Station 

 

DC Pow
er Unit 

(including C
harge 

C
ontroller) 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

V
out 

θ 

PE 

Isolation C
heck 

Lock M
onitor 

U
nm

ated 

Initialize 

C
able C

heck 

P
recharge 

C
harge 

U
nm

ated 

P
ow

er D
ow

n 

V
in 

PE 
PP 

CP 
CP 

R
 

M
ated 

P
recharge 

Isolation M
onitor 

5%
 

C
2 or D

2, +6V
 or +3V

 

D
isconnecting 

D
evice 

t6 

N
ot in use 

O
perational but not 

yet ready for  
C

harging 
R

eady for charging 
Fault 
D

C
 high voltage 

HV System
 

(including B
attery) 

Sequence 
P

hase 

¾
D

.C
. supply adapts d.c. output voltage w

ithin tolerances and lim
its current to m

axim
um

 value of 2 A
. 

Tim
e 

P
eriod* 

15 
* A

ccording to IE
C

 61851-23 
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Illustration of charging sequence w
ith a 

sim
plified architecture on system

 level 

Vehicle 
 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

Lock 
Supply Station 

 

DC Pow
er Unit 

(including C
harge 

C
ontroller) 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

V
out 

θ 

PE 

Isolation C
heck 

Lock M
onitor 

U
nm

ated 

Initialize 

C
able C

heck 

P
recharge 

C
harge 

U
nm

ated 

P
ow

er D
ow

n 

V
in 

PE 
PP 

CP 
CP 

R
 

M
ated 

P
recharge 

Isolation M
onitor 

5%
 

C
2 or D

2, +6V
 or +3V

 

D
isconnecting 

D
evice 

t7 

N
ot in use 

O
perational but not 

yet ready for  
C

harging 
R

eady for charging 
Fault 
D

C
 high voltage 

Sequence 
P

hase 

HV System
 

(including B
attery) 

O
nly if Input Voltage 

M
onitoring V

in  detects 
correct D

C
 voltage. 

¾
E

V
 closes disconnecting device after deviation of d.c. output voltage from

 E
V

 battery voltage is less than 20 V. 

Tim
e 

P
eriod* 

16 
* A

ccording to IE
C

 61851-23 
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Illustration of charging sequence w
ith a 

sim
plified architecture on system

 level 

Vehicle 
 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

Lock 
Supply Station 

 

DC Pow
er Unit 

(including C
harge 

C
ontroller) 

Com
m

unication 
H

igh Level (P
LC
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Low
 Level (P

ilot) 

V
out 
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PE 
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heck 

Lock M
onitor 

U
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ated 

Initialize 

C
able C

heck 

P
recharge 

C
harge 

U
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ated 

P
ow

er D
ow

n 

V
in 

PE 
PP 

CP 
CP 

R
 

M
ated 

P
recharge 

Isolation M
onitor 

5%
 

C
2 or D

2, +6V
 or +3V

 

D
isconnecting 

D
evice 

t8 

N
ot in use 

O
perational but not 

yet ready for  
C

harging 
R

eady for charging 
Fault 
D

C
 high voltage 

Sequence 
P

hase 

HV System
 

(including B
attery) 

O
nly if Input Voltage 

M
onitoring V

in  detects 
correct D

C
 voltage. 

¾
E

V
 sends P

ow
er D

elivery R
equest to enable d.c. pow

er supply output. A
fter d.c. supply gives feedback that it 

is ready for energy transfer E
V

 sets d.c. current request to start energy transfer phase. 

Tim
e 

P
eriod* 

17 
* A

ccording to IE
C

 61851-23 
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ith a 

sim
plified architecture on system

 level 

18 

M
ated 

Vehicle 
 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

Lock 
Supply Station 

 

DC Pow
er Unit 

(including C
harge 

C
ontroller) 

Com
m
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H
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Low
 Level (P
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V
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U
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M
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Initialize 

C
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heck 

P
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C
harge 

U
nm

ated 

P
ow

er D
ow

n 

V
in 

PE 
PP 

CP 
CP 

R
 

C
harge 

Isolation M
onitor 

5%
 

C
2 or D

2, +6V
 or +3V

 

D
isconnecting 

D
evice 

t9 

N
ot in use 

O
perational but not 

yet ready for  
C

harging 
R

eady for charging 
Fault 
D

C
 high voltage 

Sequence 
P

hase 

HV System
 

(including B
attery) 

¾
E

V
 is initiating m

essage cycles by requesting voltage/current. S
upply is responding w

ith voltage/current 
adjustm

ent as w
ell as present lim

it and status values (voltage, current, isolation, …
).  

¾
C

ontinuous m
onitoring of lock, isolation, voltage, current and tem

perature. 

Tim
e 

P
eriod* 

* A
ccording to IE

C
 61851-23 
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Illustration of charging sequence w
ith a 

sim
plified architecture on system

 level 

19 

M
ated 

Vehicle 
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m
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H
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V
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C
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2, +6V
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D
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D
evice 

t10 

N
ot in use 

O
perational but not 

yet ready for  
C

harging 
R

eady for charging 
Fault 
D

C
 high voltage 

Sequence 
P

hase 

HV System
 

(including B
attery) 

¾
E

V
 reduces the current request to com

plete the energy transfer. The d.c. supply follow
s the current request 

w
ith a tim

e delay and reduces the output current to less than 1A before disabling its output. 

S
O

C
 

Tim
e 

P
eriod* 

* A
ccording to IE

C
 61851-23 
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Illustration of charging sequence w
ith a 

sim
plified architecture on system

 level 
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C
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N
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O
perational but not 

yet ready for  
C

harging 
R

eady for charging 
Fault 
D

C
 high voltage 

Sequence 
P

hase 

HV System
 

(including B
attery) 

¾
E

V
 sends a m

essage to d.c. supply to disable its pow
er output. A

fter current is below
 1 A the E

V
 opens its 

disconnection device. 

O
nly if 

current is 
below

 1 A
 

Tim
e 

P
eriod* 

20 
* A

ccording to IE
C

 61851-23 
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ith a 
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plified architecture on system

 level 
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N
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O
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C
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R
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D
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P
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attery) 

V
in 

¾
D
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Tim
e 

P
eriod* 

21 
* A

ccording to IE
C

 61851-23 
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 level 
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eady for charging 
Fault 
D

C
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(including B
attery) 

V
in 

¾
D

.C
. supply reports status code ”N

ot R
eady” w

ith a m
essage to indicate it has disabled its output. 

Tim
e 

P
eriod* 

* A
ccording to IE

C
 61851-23 
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 level 

23 

M
ated 

Vehicle 
 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

Lock 
Supply Station 

 

DC Pow
er Unit 

(including C
harge 

C
ontroller) 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

V
out 

θ 

PE 

Isolation C
heck 

Lock M
onitor 

U
nm

ated 

M
ated 

Initialize 

C
able C

heck 

P
recharge 

C
harge 

U
nm

ated 

P
ow

er D
ow

n 

PE 
PP 

CP 
CP 

R
 

P
ow

er D
ow

n 

Isolation M
onitor 

5%
 

B
2, +9V

 

D
isconnecting 

D
evice 

t14-15 

N
ot in use 

O
perational but not 

yet ready for  
C

harging 
R

eady for charging 
Fault 
D

C
 high voltage 

Sequence 
P

hase 

HV System
 

(including B
attery) 

V
in 

¾
E

V
 changes C

P state to B
 after receiving m

essage or after tim
eout. 

Vehicle m
ay perform

 w
elded contactor check (optional). 

Tim
e 

P
eriod* 

* A
ccording to IE

C
 61851-23 
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 level 

M
ated 

Vehicle 
 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

Lock 
Supply Station 

 

DC Pow
er Unit 

(including C
harge 

C
ontroller) 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

V
out 

θ 

PE 

Isolation C
heck 

Lock M
onitor 

U
nm

ated 

M
ated 

Initialize 

C
able C

heck 

P
recharge 

C
harge 

U
nm

ated 

P
ow

er D
ow

n 

PE 
PP 

CP 
CP 

R
 

P
ow

er D
ow

n 

Isolation M
onitor 

B
1, +9V

 

D
isconnecting 

D
evice 

t16 

¾
E

V
 unlocks the connector after d.c. output has dropped below

 60 V. The d.c. supply continues isolation 
m

onitoring dependant on d.c. supply strategy. 
¾

S
ession S

top R
equest w

ith a m
essage and term

inates digital com
m

unication (P
LC

). 

N
ot in use 

O
perational but not 

yet ready for  
C

harging 
R

eady for charging 
Fault 
D

C
 high voltage 

Sequence 
P

hase 

HV System
 

(including B
attery) 

V
in 

U
nlock only if voltage < 60V

 
or energy < 0,2 J 

Tim
e 

P
eriod* 

24 
* A

ccording to IE
C

 61851-23 
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 level 

M
ated 

U
nm

ated 

M
ated 

Initialize 

C
able C

heck 

P
recharge 

C
harge 

D
isconnect 

P
ow

er D
ow

n 

U
nm

ated 
t17 

N
ot in use 

O
perational but not 

yet ready for  
C

harging 
R

eady for charging 
Fault 
D

C
 high voltage 

Sequence 
P

hase 
Tim

e 
P

eriod* 

Supply Station 
 

DC Pow
er Unit 

(including C
harge 

C
ontroller) 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

V
out 

θ 

PE 

Isolation C
heck 

Vehicle 
 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

V
in 

PE 

Lock 
Lock M

onitor 

PP 

CP 
CP 

R
 

HV System
 

(including B
attery) 

A
, +12V

 

¾
E

V
 and S

upply unm
ated. S

upply disables d.c. output. Lock is disabled. P
LC

 is term
inated. 

¾
D

isconnecting of vehicle connector changes C
P state from

 B
 to A

.  

25 
* A

ccording to IE
C

 61851-23 
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Introduction 

�
The follow

ing slides provide an overview
 of the states and sequences of the 

P
ulse W

idth M
odulation. It contains 

�
a description of the signal, 

�
for each state the appropriate function and 

�
for each sequence the identified and highlighted active electric com

ponents. 

The P
ulse W

idth M
odulation (P

W
M

) is the utility for low
 level com

m
unication betw

een E
V

 and 
E

V
S

E
. 

The P
W

M
 signal is applied to the circuit of control pilot and P

E
. The standard IE

C
 61851-1 is 

defining the m
eaning of the applicable duty cycle values. Three kind of inform

ation can be 
transm

itted: 
-

Low
 duty cycle about 3 - 7%

 = digital com
m

unication required 
-

H
igh duty cycles define the m

axim
um

 current available 
-

Invalid duty cycles m
ean “charging not possible” 

  The P
W

M
 signal is not specific for a.c. or d.c. charging. A

.C
. charging m

ay use a duty cycle of 5%
, 

w
hich can be found in reality. A

lso, d.c. charging m
ay use (in theory) a duty cycle of 8%

 or higher – 
w

hich w
ould not be com

pliant w
ith the C

C
S

. 
P

lease note that the duty cycle is controlled by the E
V

S
E

, w
hereas the voltage of the signal is 

controlled by the E
V. 
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¾
P

W
M

 is a low
 level com

m
unication signal applied to the hardw

are based pilot circuit. 

Low
 Level Com

m
unication via Control Pilot for AC/ DC

 

Hardw
are based com

m
unication channel  

30%
 Æ

  18 A
 

Am
plitude 

And Pulse 
W

idth 
M

odulated 
O

scillator 
(PW

M
) 

�
B

asic frequency 1 kH
z 

�
D

uty cycle 3%
 to 96%

 
�

A
m

plitude -12 V
 to +3/ 6/ 9/ 12 V

 
60%

 Æ
  36 A

 

3-7%
 Æ

   
digital com

m
unication 

required 

E
xam

ples: 

Illustration of Pulse W
idth M

odulation  
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¾
S

tates of low
 level com

m
unication.  

Control Pilot System
 Functions 1) 

State A 
+12V 

�
N

o coupler engagem
ent  

 
 

State B 
+9V 

�
C

oupler engagem
ent detected 

�
Vehicle not yet ready 

�
E

V
S

E
 supply energy: O

ff 
 

 

State C 
+6V 

�
Vehicle ready 

�
E

V
S

E
 supply energy: O

n 
 

 

State D 
+3V 

�
Vehicle ready 

�
E

V
S

E
 supply energy: O

n 
�

Ventilation required 
 

 
State E 

+0V 
�

S
hort of C

P to P
E

 (connection lost) 
�

U
nlock plug after m

ax. 30m
s 

 
 

State F 
-12V 

�
E

V
S

E
 not available. 

 
 

S
hutdow

n 

C
P Lost 2) 

D
isconnect 

Illustration of Pulse W
idth M

odulation  

1) IE
C

 61851-1  

2) C
C

S
 dem

ands at C
P

 lost an em
ergency shutdow

n from
 E

V
S

E
 site. 
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Supply Station 
 

Vehicle 
 

Lock 
Lock M

onitor 
U

nm
ated 

PP 
R

 

PLC 
Pow

er Line 
C

om
m

unication 

PE 
Protective Earth 

Vehicle 
Electric Vehicle 

Supply 
Infrastructure pow

er 
supply 

G
lossar: 

       / 
Physical / functional 
connection 

¾
S

chem
atic show

s only the relevant physical and functional elem
ents for illustration. S

upply S
tation and Vehicle 

are disconnected. The inital 12V
 pilot voltage is m

easured by the S
upply S

tation at R
1. 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 
CP 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

PE 

CP 

PE 

O
scillator 

1kH
z +/- 12V

 

S
2 

A
, +12V

 

Illustration of Pulse W
idth M

odulation  

CP 
C

ontrol Pilot 
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Vehicle 
 

M
ated 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

Lock 
Supply Station 

 

Lock M
onitor 

U
nm

ated 

Initialize 

C
able C

heck 

P
recharge 

C
harge 

U
nm

ated 

P
ow

er D
ow

n 

Sequence 
P

hase 

PP 
R

 

B
1, +9V

 

t0 

Tim
e 

P
eriod* 

N
ot in use 

O
perational but not 

yet ready for  
C

harging 
R

eady for charging 
Fault 
D

C
 high voltage 

¾
C

P enters state B
1 instantly w

ith m
ating. This condition is detected by the 9V

 signal m
easured at R

1. Vehicle is 
im

m
obilized (P

P
). 

* A
ccording to IE

C
 61851-23 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

PE 

CP 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

PE 

CP 

O
scillator 

1kH
z +/- 12V

 

S
2 

Illustration of Pulse W
idth M

odulation  
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Vehicle 
 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

Lock 
Supply Station 

 

Lock M
onitor 

PP 
R

 

B
2, +9V

 

N
ot in use 

O
perational but not 

yet ready for  
C

harging 
R

eady for charging 
Fault 
D

C
 high voltage 

¾
The S

upply S
tation is sending a request (5%

 duty cycle) to establish H
igh Level C

om
m

unication via P
LC

. 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

PE 

CP 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

PE 

CP 

O
scillator 

1kH
z +/- 12V

 

S
2 

U
nm

ated 

M
ated 

Initialize 

C
able C

heck 

P
recharge 

C
harge 

U
nm

ated 

P
ow

er D
ow

n 

Initialize 
t1-2 

Sequence 
P

hase 
Tim

e 
P

eriod* 

5%
 

Illustration of Pulse W
idth M

odulation  

* A
ccording to IE

C
 61851-23 



D
ate:  2015-06-02 

33 

Vehicle 
 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

Lock 
Supply Station 

 

Lock M
onitor 

PP 
R

 

N
ot in use 

O
perational but not 

yet ready for  
C

harging 
R

eady for charging 
Fault 
D

C
 high voltage 

¾
A

fter successful initialization of P
LC

 com
m

unication the vehicle indicates readiness to receive energy by closing 
S

2. 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

PE 

CP 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

PE 

CP 

O
scillator 

1kH
z +/- 12V

 

S
2 

5%
 

P
W

M
 duty cycle: 

3%
 - 7%

 
D

C
 + digital com

m
unication 

8%
 - 97%

 
AC

 + m
ax. current data 

other 
C

harging not allow
ed 

M
ated 

U
nm

ated 

Initialize 

C
able C

heck 

P
recharge 

C
harge 

U
nm

ated 

P
ow

er D
ow

n 

C
able C

heck 
t3 

Sequence 
P

hase 
Tim

e 
P

eriod* 

C
 or D

,  
+6V

 or +3V
 

Illustration of Pulse W
idth M

odulation  

* A
ccording to IE

C
 61851-23 
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Vehicle 
 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

Lock 
Supply Station 

 

Lock M
onitor 

PP 
R

 

N
ot in use 

O
perational but not 

yet ready for  
C

harging 
R

eady for charging 
Fault 
D

C
 high voltage 

¾
D

uring a non norm
al energy transfer, the vehicle can shut dow

n the charging process via opening S
2 (pilot 

function). The state changes from
 C

/D
 to B

2. 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

PE 

CP 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

PE 

CP 

O
scillator 

1kH
z +/- 12V

 
5%

 

P
W

M
 duty cycle: 

3%
 - 7%

 
D

C
 + digital com

m
unication 

8%
 - 97%

 
AC

 + m
ax. current data 

other 
C

harging not allow
ed 

B
2, 9V
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M
ated 

U
nm

ated 

M
ated 

Initialize 

C
able C

heck 

P
recharge 

C
harge 

U
nm

ated 

P
ow

er D
ow

n 

C
harge 

t10 

Sequence 
P

hase 
Tim

e 
P

eriod* 

S
2 

* A
ccording to IE

C
 61851-23 
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Illustration of Pulse W
idth M

odulation  

¾
P

revious field tests have discovered problem
s in the im

plem
entation of the IE

C
 61851-1. C

harging stations 
require a robust and reliable im

plem
entation strategy. 

Lesson learned: Rising Edge Detection 

Ideal C
urve 

P
lus N

oise 

P
lus C

apacities 

P
lus C

apacities 
&

 N
oise 

Problem
s 

�
The ideal curve becom

es m
ore difficult to 

detect w
hen applying noise and additional 

capacities 
�

R
andom

 m
icro-inversions of the direction 

lead to m
isinterpretation  
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Illustration of Pulse W
idth M

odulation  

¾
D

efinition of thresholds should be necessary to ensure the interoperability. A
m

ended A
nnex A includes the 

necessary thresholds definitions. The pilot is robust an interoperable. 

Lesson learned: Detection Thresholds 

Problem
s 

      
•

C
urrent detection thresholds are checked for robustness and reliability 

 

EVSE 
EV 

Charge Cord 

+/- 0,6V 
+/- 20H

z 

+/- 25µs pulse w
idth 

2µs rise/fall tim
e 

+/- 3%
 

> 300pF 

C
1+C

c < 3100pF 

+/- 3%
 

+/- 3%
 

< 2400pF 

0,55 < V
drop  < 0,85 

State 
U+

nom
 

B 
9 V

 

C 
6 V

 

D 
3 V

 

1) 

1) E
xam

ple circuit, see also IE
C

 61851-1, A
nnex A

 

P
ilot voltage ranges from

 +/- 1 V
 to given U

+
nom   

in addition to N
oise (+/- 0,5 V

).  
S

ee also IE
C

 TS
 62763. 
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The S
ignal Level A

ttenuation C
haracterization  (S

LA
C

) is a protocol to ensure E
V

 and E
V

S
E

 are physically 
connected to each other. S

LA
C

 as part of layer 2 (data link) is defined in H
om

eP
lug G

reen P
H

Y v1.1.1 specification. 
  S

LAC
 is a protocol to m

easure the attenuation betw
een tw

o P
ow

er Line C
om

m
unication (P

LC
) m

odules. 
If there are several EV’s that are connected to charging stations nearby, there can occur crosstalk in betw

een. 
  S

LA
C

 requests shall be responded by an E
V

S
E

 only, if the E
V

S
E

 is connected to an E
V

 (state B
) and the P

LC
 

m
odule of the E

V
S

E
 is not  already linked to another P

LC
 m

odule (unm
atched state). 

¾
To ensure cum

m
unication only betw

een physicially connected E
V

 and E
V

S
E

, S
LA

C
 procedure is perform

ed. 
P

LC
 m

odules w
hich show

 the low
est attenuation to each other are physicially connected. 

P
LC

 
P

LC
 

A 
B 

P
LC

 
P

LC
 

1 
2 

m
easured attenuation to P

LC
 

m
odule of E

V
1  is low

 
m

easured attenuation to P
LC

 
m

odule of E
V

1 is high 

C
rosstalk 
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S
LA

C
 sequence 

E
V

S
E

 

C
M

_S
LA

C
_PA

R
M

.R
E

Q
 

C
M

_S
LA

C
_PA

R
M

.C
N

F 

C
M

_S
TA

R
T_ATTEN

_C
H

A
R

.IN
D

 

CM
_M

NBC_SO
UND.IND 

C
M

_ATTE
N

_C
H

A
R

.IN
D

 

C
M

_ATTE
N

_C
H

A
R

.R
SP

 

C
M

_S
LA

C
_M

ATC
H

.R
E

Q
 

C
M

_S
LA

C
_M

ATC
H

.C
N

F 

E
V

 

detection of state B
 

param
eter request from

 EVSE‘s for S
LA

C
 

(broadcast) 
P

aram
eters for S

LA
C

, num
ber of sounds  

(unicast) 
num

ber of sounds to be send by E
V

 
send 3x to reach each E

V
S

E
 

(broadcast) 

N
um

ber of soundings according 
C

M
_S

LA
C

_PA
R

M
.C

N
F 

(broadcast) 
E

V
S

E
_ID

, N
um

_groups, attenuation value 
for each group  (broadcast) 

C
alculate average of 

attenuation profiles 

confirm
ation of attenuation profile 

(unicast) 
R

esult of m
atching decision,  

E
V

/E
V

S
E

 M
A

C
 addresses (unicast) 

P
roviding netw

ork ID
,  

E
V

/E
V

S
E

 M
A

C
 (unicast) 

¾
A

fter succesful S
LA

C
 procedure, P

LC
 m

odule of E
V

S
E

 and the physicially connected P
LC

 m
odule of the E

V
 

set up a netw
ork. 
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Introduction 

�
B

ased on the O
pen S

ystem
 Interconnection-Layer-M

odel (O
SI) the different 

stages of the com
m

unication betw
een E

V
 and D

C
 supply have been 

investigated.  
�

The follow
ing overview

 describes the stages of the H
igh Level C

om
m

unication. It 
contains 
�

For each sequence the identified O
S

I Layers, beginning w
ith the physical 

connection and proceeding step by step to the control application. 
�

C
larification w

hat happens and w
hich preconditions m

ust be given so that 
E

V
 and D

C
 S

upply can com
m

unicate w
ith each other. 

�
A description of point to point relationship betw

een P
LC

 m
odules on E

V
 and 

D
C

 S
upply. 

The illustration of H
igh Level C

om
m

unication is a sim
plified system

atic description of the 
com

m
unication betw

een E
V

 and D
C

 S
upply from

 start up after the plug-in of the charging cable. 
The H

igh Level C
om

m
unication in D

C
 charging takes place via pow

er line com
m

unication (P
LC

) and 
is used for exchange of charging param

eters e.g. voltage and current as w
ell as inform

ation's like 
state of charge, rem

aining charging tim
e, next m

aintenance. There is also the possibility to enable 
and operate a paym

ent system
 via high level com

m
unication. 
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O
SI-Layer 
M

odel 

�
The C

om
m

unication is based on the O
S

I-Layer-M
odel containing 7 layers. 

�
E

ach of the 7 layers provides a dedicated task for the integrated com
m

unication 
process.  

�
A

s a result each layer adds a data package to the m
essage container. 

�
C

om
m

unication can be established if sender and receiver are synchronized on 
the m

essage container form
at. 

�
For com

m
unication the D

C
 charging system

 requires one dedicated P
ow

er Line 
C

ontroler node on E
V

 and D
C

 S
upply side 

Pre-
condition 

Exam
ple 
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For the purpose of the docum
ent „Illustration of H

igh Level C
om

m
unication“, the follow

ing 
abbreviations apply: 
 C

P
 

C
ontrol P

ilot 
D

C
 

D
irect C

urrent 
D

H
C

P
 

D
ynam

ic H
ost C

ontrol P
rotocol 

D
N

S
 

D
om

ain N
am

e S
ervice 

E
XI 

E
fficient XM

L Interchange 
IC

M
P

 
Internet C

ontrol M
essage P

rotocol 
IP

 
Internet P

rotocol 
N

D
 

N
eighbor D

iscovery 
O

S
I 

O
pen S

ystem
 Interconnection-Layer-M

odel  
P

E
 

P
rotective E

arth 
P

H
Y 

P
hysical Layer 

P
LC

 
P

ow
er Line C

om
m

unication 
PW

M
 

P
ulse W

ide M
odulation 

S
D

P
 

S
E

C
C

 D
iscovery P

rotocol 
S

LA
C

 
S

ignal Level A
ttenuation C

haracterization 
TC

P
 

Transm
ission S

ystem
 P

rotocol 
TLS

 
Transport Layer S

ecurity  
U

D
P

 
U

ser D
atagram

 P
rotocol 

V
2G

 
Vehicle-to-G

rid C
om

m
unication 

XM
L 

E
xtensible M

arkup Language 
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¾
The D

ata Link is perform
ed via P

ow
er Line C

om
m

unication technology H
om

e P
lug G

reen P
H

Y (IE
E

E
1901). 

Illustration of High Level Com
m

unication 
O

S
I-Layer-M

odel and S
tandards 

Vehicle to G
rid Com

m
unication 

V2G-Stack 

V
2G

 A
pplication Layer m

essage (7.10.1/9), 

D
N

S
 (7.10.3), S

D
P

 (7.10.2) 

XM
L or E

XI (7.9) 

V
2G

 S
ession Layer (7.8) 

TC
P

, U
D

P
, TLS

 (7.7) 

IP
, N

D
, IC

M
P

, D
H

C
P

 (7.6) 

IS
O

/IE
C

 
15118-2 1) 
Technical 
protocol 

description and 
O

pen S
ystem

s 
Interconnection 

(O
S

I) Layer 
requirem

ents 

IS
O

/IE
C

 15118-3 1) P
hysical Layer requirem

ents 

IS
O

/IE
C

 
15118-1 1) 
G

eneral 
Inform

ation 
and use-case 

definition 

Physical 
O

S
I Layer 1 

Data Link 
O

S
I Layer 2 

Netw
ork 

O
S

I Layer 3 

Transport 
O

S
I Layer 4 

Session 
O

S
I Layer 5 

Presentation 
O

S
I Layer 6 

Application 
O

S
I Layer 7 

R
equests 

R
esponses 

1) In conjunction w
ith IS

O
/IE

C
 15118 please note also D

IN
 S

P
E

C
 70121.  
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¾
Layer ensures the activation of physical connections (m

echanical, electric, functional interfaces) to provide 
bidirectional data transfer betw

een E
V

 and D
C

 S
upply. 

¾
S

tandard R
ef: IS

O
/IE

C
 15118-3 1) C

lause 8 and 9 

Illustration of High Level Com
m

unication 
O

S
I-Layer 1 

Precondition: 
�

P
E

 &
 C

ontrol P
ilot connected 

�
PW

M
 5%

 Status „B“ 
�

O
n both sides: com

patible H
om

e P
lug G

reen P
H

Y m
odem

s 

Task: 
�

E
stablish physical link on the P

E
-C

P w
ires to the opposite side. 

Result: 
�

P
LC

 m
odule ready for com

m
unication w

ith a established frequency 
band of 1,8 M

H
z to 30 M

H
z 

R
equests 

R
esponses 

1) In conjunction w
ith IS

O
/IE

C
 15118 please note also D

IN
 S

P
E

C
 70121.  
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¾
Layer guarantees a error-free data transfer of data fram

es from
 one node to another over the physical layer. 

¾
S

tandard R
ef: IS

O
/IE

C
 15118-2 7.5, IS

O
/IE

C
 15118-3 C

lause 12 1) 

Illustration of High Level Com
m

unication 
O

S
I-Layer 2 

 
Precondition: 
�

S
uccessful established O

S
I Layer 1 

Task: 
�

C
onfiguration of P

LC
 nodes 

�
D

eterm
ination of the connected P

ow
er S

upply P
LC

 m
odule w

ith 
m

easurem
ent of signal strength by using the S

ignal Level 
A

ttenuation C
haracterization (S

LA
C

) process 

�
C

onfirm
 the „Association process“ 

�
S

et-up logical netw
ork 

Result: 
�

E
stablished Link to higher layer entities 

R
equests 

R
esponses 

1) In conjunction w
ith IS

O
/IE

C
 15118 please note also D

IN
 S

P
E

C
 70121.  
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¾
Layer controls the routing and sw

itching of connections deciding w
hich physical path the data should take. 

¾
S

tandard R
ef: IS

O
/IE

C
 15118-2 7.6 1) 

Illustration of High Level Com
m

unication 
O

S
I-Layer 3 

 
Precondition: 
�

S
uccessful established O

S
I Layer 2 

Task: 
�

Im
plem

ent the IP
v6 Internet P

rotocol S
tandard 

�
Entities im

plem
ent the „m

ust“ requirem
ents of  applicable 

lim
itations, request for com

m
ents (R

FC
s) and protocol param

eter 
settings 

�
E

nsure unique addresses by using neighbor broadcast protocol 

�
Im

plem
entation of IC

M
P

v6 to send error m
essages 

 Result: 
�

A
ll actors retrieves valid IP addresses 

R
equests 

R
esponses 

1) In conjunction w
ith IS

O
/IE

C
 15118 please note also D

IN
 S

P
E

C
 70121.  
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¾
Layer ensures the error-free flow

 and congestion of the data stream
 w

ith no losses or duplications. 
¾

S
tandard R

ef: IS
O

/IE
C

 15118-2 7.7 1) 

Illustration of High Level Com
m

unication 
O

S
I-Layer 4 

 
Precondition: 
�

S
uccessful established O

S
I Layer 3 

Task: 
�

A
ll entities im

plem
ent Transm

ission C
ontrol P

rotocol (TC
P

) 

�
A

ll entities im
plem

ent U
ser D

atagram
 P

rotocol (U
D

P
) 

�
A

ll entities im
plem

ent optional Transport Layer S
ecurity (TLS

) 2) 

Result: 
�

E
stablishing reliable (TC

P
), fast (U

D
P

) and safe (TLS
) data 

connection betw
een entities 

�
TC

P provides flow
 control and congestion control and provides 

algorithm
 to handle congestion and influence flow

 control 

R
equests 

R
esponses 

1) In conjunction w
ith IS

O
/IE

C
 15118 please note also D

IN
 S

P
E

C
 70121.  

2) N
ot applicable in D

IN
 S

P
E

C
 70121 
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¾
Layer establishes and identifies a connection for bidirectional data exchange. 

¾
S

tandard R
ef: IS

O
/IE

C
 15118-2 7.8 1) 

Illustration of High Level Com
m

unication 
O

S
I-Layer 5 

 
Precondition: 
�

S
uccessful established O

S
I Layer 4 

Task: 
�

E
ntities im

plem
ent V

2G
 Transfer P

rotocol (V
2G

TP
) 

�
E

stablishes, m
anages and term

inates connections betw
een the 

entities by using IP addresses and port num
bers 

Result: 
�

E
stablished and identified connections for bidirectional data 

exchange 

R
equests 

R
esponses 

1) In conjunction w
ith IS

O
/IE

C
 15118 please note also D

IN
 S

P
E

C
 70121.  
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¾
Layer transform

s system
 dependent data into an independent shape and enables thereby the syntactically 

correct data exchange betw
een different system

s. It can be view
ed as the translator of the system

. 
¾

S
tandard R

ef: IS
O

/IE
C

 15118-2 7.9 1) 

Illustration of High Level Com
m

unication 
O

S
I-Layer 6 

 
Precondition: 
�

S
uccessful established O

S
I Layer 5 

�
A

ll entities have to use encoding form
at according to definition in 

W
3C

 E
XI 1.0 

Task: 
�

C
oding and decoding from

 application to netw
ork form

at E
XI 

�
E

stablish betw
een E

V
 and D

C
 S

upply an appropriate application 
layer protocol including its version via handshake (sending a 
„supportedAppProtocolR

eq“ and responding a 
„supportedAppProtocolR

es“) 
�

Im
plem

ent a m
essage structure w

ith a m
essage header (contains 

S
ession ID

, N
otification, S

ignature) and m
essage body (represents 

the abstract m
essage inform

ation) 

Result: 
�

E
nables sim

plified validity evaluation of exchanged m
essages 

�
C

om
patibility of data exchange betw

een all entities 

R
equests 

R
esponses 

1) In conjunction w
ith IS

O
/IE

C
 15118 please note also D

IN
 S

P
E

C
 70121.  
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¾
Layer is initializing and configuring the charge process of an E

V. 
¾

S
tandard R

ef: IS
O

/IE
C

 15118-2 7.10 1) 

Illustration of High Level Com
m

unication 
O

S
I-Layer 7 

 
Precondition: 
�

S
uccessful established O

S
I Layer 6 

Task: 
�

E
stablish charging process (i.e. identification, precharge, charge, 

security check…
) 

Result: 
�

R
epresenting the client-server based m

assage and the required 
com

m
unication protocol R

equests 

R
esponses 

1) In conjunction w
ith IS

O
/IE

C
 15118 please note also D

IN
 S

P
E

C
 70121.  

 
 



D
ate:  2015-06-02 

52 

¾
E

ach M
essage contains the data packet and specific headers.  

Illustration of High Level Com
m

unication 
O

S
I-Layer-M

odel: P
ackage A

ssem
bling 

( D
ata + H

eader = M
essage ) 

P
resentation H

eader 
D

ata 
AH

 
+ 

PH
 

- 

S
ession H

eader 
D

ata 
AH

 
PH

 
+ 

SH
 

- 

Transport H
eader 

D
ata 

AH
 

PH
 

SH
 

+ 
TH

 
- 

N
etw

ork H
eader 

D
ata 

AH
 

PH
 

SH
 

TH
 

+ 
N

H
 

- 

D
ata Link H

eader 
D

ata 
AH

 
PH

 
SH

 
TH

 
N

H
 

+ 
D

H
 

- 

Physical H
eader 

D
ata + 

AH
 

PH
 

SH
 

TH
 

N
H

 
D

H
 

PhH
 

- 

A
pplication H

eader 
D

ata 
AH

 
- 

R
equests 

R
esponses 
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¾
D

uring the com
m

unication process each Layer is encoding (addition) or decoding (subtraction) the layer 
specific header. 

Illustration of High Level Com
m

unication 
O

S
I-Layer-M

odel: P
ackage A

ssem
bling 

AH
 

PH
 

SH
 

TH
 

N
H

 
D

H
 

PhH
 

D
ata 

AH
 

PH
 

SH
 

TH
 

N
H

 
D

H
 

D
ata 

AH
 

PH
 

SH
 

TH
 

N
H

 
D

ata 

AH
 

PH
 

SH
 

TH
 

D
ata 

AH
 

PH
 

SH
 

D
ata 

AH
 

PH
 

D
ata 

AH
 

D
ata 

D
ata 

D
ata 

D
ata 

D
ata 

D
ata 

D
ata 

D
ata 

+ 

AH
 

AH
 

AH
 

PH
 

AH
 

PH
 

SH
 

AH
 

PH
 

SH
 

TH
 

AH
 

PH
 

SH
 

TH
 

N
H

 

AH
 

PH
 

SH
 

TH
 

N
H

 
D

H
 

+ + + + + - 

PH
 

SH
 TH

 

N
H

 D
H

 PhH
 

- - - 
- - - 

+ + + + + + 

+ 

+ 

+ 

+ 

+ 

+ 

+ 

( D
ata + H

eader = M
essage ) 

R
equests 

R
esponses 
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Illustration of High Level Com
m

unication 
O

S
I-Layer-M

odel: Tim
eouts 

R
equests 

R
esponses 

¾
Tim

eouts are defined in IS
O

/ IE
C

 15118 1), P
art 2 and 3. 

¾
The above table is an illustration of how

 tim
eouts are specified. 

IS
O

/IE
C

 15118-2 

1) In conjunction w
ith IS

O
/IE

C
 15118 please note also D

IN
 S

P
E

C
 70121.  
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Illustration of High Level Com
m

unication 
O

S
I-Layer-M

odel S
um

m
ary 

Sum
m

ary 
�

E
ach respective low

er layer provides its services to the layer 
above via defined interfaces.  

�
M

essages (A
pplication P

rocess) has to be passed dow
n through 

the protocol stack from
 upper to low

er layers. E
ach Layer adds the 

specific header. 

�
A

fter E
V

 has sent m
essage over the low

est (physical m
edium

) 
layer, the m

essage passes upw
ards through all the higher layers  

at the P
ow

er S
upply until it reaches the application layer.  

E
ach Layer subtract the specific header. 

�
The w

hole process requires a logical interaction w
ithin each layer 

to com
plete the H

igh Level C
om

m
unication. 

R
equests 

R
esponses 
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Agenda 
 1 Introduction 

2 Illustration of Supply Sequence 

3 Illustration of Pulse W
idth M

odulation 

4 Illustration of SLAC Sequence 

5 Illustration of High Level Com
m

unication 

6 Potential failures w
ithin charging sequence (DINSpec 70121 im

plem
ented)  

7 Safety Concept for Potential Failures w
ithin Supply Sequence 

8 Additional key points for EVSE‘s 

9 Relevant Standards and Suppliers 

10 Acknow
ledgem

ent 
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SLAC 
 

Initialisation 
 

Cable Check 
 

Precharge 
 

Current Dem
and 

 
W

elding detection 
 

Session Stop 

SLAC 
behaviour: 
•

S
LAC

 does not start after plug-in of connector 

analysis: 
•

P
LC

 chip inside E
V

S
E

 is not ready for com
m

unication (e.g. ongoing 
reset of P

LC
 m

odule inside E
V

S
E

) 
•

E
V

S
E

 is not part of the m
atching process 

possible solution(s): 
•

(C
M

_S
et_K

ey.req) shall be done by E
V

S
E

 after every plug-out of the 
connector (change to state A

)  
 

Failures during SLAC 
S

LA
C

 does not start I 
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R
eset of P

LC
 chip inside the E

V
S

E
 is done before change of duty cycle to state B

. E
V

 w
ill 

im
m

edeately start S
LA

C
 at detecting state B

. 

source: D
IN

 SPEC
 70121:2014-12, 8.3.4 , Figure 8 

M
ax. tim

e= 700m
s 

(600m
s+100m

s) 

= 600m
s 

= 1200m
s 

Failures during SLAC 
S

LA
C

 does not start II 
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SLAC 
 

Initialisation 
 

Cable Check 
 

Precharge 
 

Current Dem
and 

 
W

elding detection 
 

Session Stop 

SLAC 
behaviour: 
•

S
ounding-sequence is send several tim

es by E
V

 

analysis: 
•

E
V

 does not receive V
2G

-m
essage C

M
_ATTE

N
_C

H
A

R
.IN

D
 by E

V
S

E
 

•
E

V
 receives V

2G
-m

essage C
M

_ATTE
N

_C
H

A
R

.IN
D

 too late 

possible solution(s): 
•

A
djustm

ents of transm
ission pow

er of P
LC

-C
hip inside E

V
S

E
 

•
A

djustm
ents for processing inside E

V
S

E
 

  

Failures during SLAC 
Interruption after soundings I 
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C
M

_ATTE
N

_C
H

A
R

.IN
D

 has to be send by E
V

S
E

, m
ax.700m

s after first 
C

M
_S

TA
R

T_ATTE
N

_C
H

A
R

.IN
D

 from
 E

V
 side is received 

source: D
IN

 SPEC
 70121:2014-12, 8.3.4 , Figure 8 

M
ax. tim

e= 700m
s 

(600m
s+100m

s) 

= 600m
s 

= 100m
s 

= 1200m
s 

Failures during SLAC 
Interruption after soundings II 
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SLAC 
 

Initialisation 
 

Cable Check 
 

Precharge 
 

Current Dem
and 

 
W

elding detection 
 

Session Stop 

SLAC 
behaviour: 
•

EV interrupts after m
essage C

M
_ATTE

N
_C

H
A

R
.IN

D
 is send by EV

SE
 

 analysis: 
•

The m
essage C

M
_ATTE

N
_C

H
A

R
.IN

D
 does not include the correct 

num
ber of „num

_groups“  

possible solution(s): 
•

The num
ber of „num

_groups“ has to be equal to value, w
hich is send 

in the sam
e m

essage (0x3A
Æ

 58 num
_groups) 

 

Failures during SLAC 
Interruption after soundings III 
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SLAC 
 

Initialisation 
 

Cable Check 
 

Precharge 
 

Current Dem
and 

 
W

elding detection 
 

Session Stop 

SLAC 
behaviour: 
•

EV interrupts after m
essage C

M
_S

LA
C

_M
atch.cnf is send by EV

SE
 

analysis: 
•

M
essage C

M
_S

LA
C

_M
atch.cnf is send as broadcast m

essage 

possible solution(s): 
•

S
end m

essage C
M

_S
LA

C
_M

atch.cnf as unicast m
essage according 

D
IN

 S
P

E
C

 70121:2014-12, 8.3.3.3.2, Table 2 

Failures during SLAC 
Interruption at S

LA
C

 m
atch sequence 
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SLAC 
 

Initialisation 
 

Cable Check 
 

Precharge 
 

Current Dem
and 

 
W

elding detection 
 

Session Stop 

Initialisation 

behaviour: 
•

EV interrupts after m
essage C

hargeParam
eterD

iscovery.res is send 
by E

V
S

E
 

analysis: 
•

M
essage C

hargeP
aram

eterD
iscovery.res does not contain the 

param
eter E

V
S

E
M

axP
ow

erLim
it 

possible solution(s): 
•

Im
plem

ent the param
eter E

V
S

E
M

axP
ow

erLim
it, w

hich is m
andatory 

in the m
essage C

hargeP
aram

eterD
iscovery.res  

(D
IN

 S
P

E
C

 70121:2014-12 [V
2G

-D
C

-626]) 

Failures during SLAC 
Interruption after C

hargeP
aram

eterD
iscovery 
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SLAC 
 

Initialisation 
 

Cable Check 
 

Precharge 
 

Current Dem
and 

 
W

elding detection 
 

Session Stop 

Current Dem
and 

behaviour: 
•

EV interrupts after exchange of several C
urrentD

em
and m

essages 

analysis: 
•

D
ue to excessive noise on the pilot (C

P
), the E

V
 detecs a state 

change from
 state C

 to state B
 

possible solution(s): 
•

Im
prove E

M
C

 stability of the charger 
•

Im
plem

ent som
e ferrit rings at the D

C
-output of the charger. D

C
+ and 

D
C

- cables have to be lead in parallel through the filter in the sam
e 

direction for tw
o or three turns 

•
A

dd filtering betw
een the pow

er part and the com
m

unication part of 
the charger Test E

M
C

 against IE
C

61851-21-2 (em
ission on charging 

cable) 

Failures during CurrentDem
and sequence 

N
oise on pilot line 
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SLAC 
 

Initialisation 
 

Cable Check 
 

Precharge 
 

Current Dem
and 

 
W

elding detection 
 

Session Stop 

Current Dem
and 

behaviour: 
•

EV interrupts after exchange of several C
urrentD

em
and m

essages 

analysis: 
•

E
V

S
E

 is not able to m
anage C

urrentD
em

and requests w
ith higher 

current dem
and, before adjusting current from

 the older 
C

urrentD
em

and.req m
essage 

possible solution(s): 
•

The E
V

S
E

 has to process all current dem
and m

essages by the E
V, 

even if they are send in short interval of tim
e 

Failures during CurrentDem
and sequence 

Interruption during C
urrentD

em
and sequence I 
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SLAC 
 

Initialisation 
 

Cable Check 
 

Precharge 
 

Current Dem
and 

 
W

elding detection 
 

Session Stop 

Current Dem
and 

behaviour: 
•

EV interrupts during C
urrentD

em
and P

hase 

analysis: 
•

E
V

S
E

 sending C
urrentD

em
and.res w

ith a different value for current 
and /or voltage, than physically applied values 

possible solution(s): 
•

C
heck, if voltage is m

easured after any diode or sim
ilar, directly as 

close as possible to the D
C

-output  
•

C
heck, if the m

easured values are send correctly in the 
C

urrendD
em

and.req 

Failures during CurrentDem
and sequence 

Interruption during C
urrentD

em
and sequence II 
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SLAC 
 

Initialisation 
 

Cable Check 
 

Precharge 
 

Current Dem
and 

 
W

elding detection 
 

Session Stop 

Current Dem
and 

behaviour: 
•

EVSE interrupts the charging process before reaching 100%
 S

O
C

  

analysis: 
•

possibility 1:  
E

V
S

E
 interrupts, because the m

inim
um

 charging current from
 

E
V

S
E

 is to high (e.g. 5A
) 

 
•

possibility 2: 
E

V
S

E
 interrupts charging, because charging tim

e has expired 

possible solution(s): 
1.

C
hange the low

est possible charging current to 1A
 

 
2.

D
o not use charging tim

e as an abort criterion 

Failures during CurrentDem
and sequence 

Interruption at the end of C
urrentD

em
and sequence 
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Agenda 
 1 Introduction 

2 Illustration of Supply Sequence 

3 Illustration of Pulse W
idth M

odulation 

4 Illustration of SLAC Sequence 

5 Illustration of High Level Com
m

unication 

6 Potential failures w
ithin charging sequence (DINSpec 70121 im

plem
ented)  

7 Safety Concept for Potential Failures w
ithin Supply Sequence 

8 Additional key points for EVSE‘s 

9 Relevant Standards and Suppliers 

10 Acknow
ledgem

ent 
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Functional O
verview

 of the  
Com

bined Charging System
 

4.* Potential effects / Detection / M
itigation / 

Standards 

Incom
plete m

ating 
E

stablish electric 
connection 

Initialize 

Locking Fails / N
o C

P contact detected (required to 
enter next phase) / N

o charging allow
ed /           

IE
C

 61851-23 

M
ated 

…
 

…
 

Functional O
verview

 

1. Sequence Phase 
2. High-Level Function 

3. Potential failure 

* sim
plified system

 activity 

69 

Description 

�
B

ased on general risks and potential failures the com
plete set of functions of the 

com
bined charging system

 have been investigated.  
�

The follow
ing functional overview

 is a com
plete description of all charging 

sequences. It contains 
�

the system
 operation behavior and its reflection to H

igh-Level Functions, 
�

system
atic identification of potential failures and specific risks, 

�
potential effects of failure, their detection, m

itigation and the reference to 
the applicable clauses in standards. 

Exam
ple 

The Functional O
verview

 show
s potential failures w

ithin the C
om

bined C
harging S

ystem
 and their 

effects as w
ell as the detection and m

itigation. 



D
ate:  2015-06-02 

M
ated 

Initialize 
C

able C
heck 

P
recharge 

C
harge 

P
ow

er D
ow

n 

E
stablish electric connection 

High-Level Function: 
Potential failure: 

N
o charging started 

Level 1: N
orm

al S
hutdow

n 
Level 2: E

m
ergency S

hutdow
n 

Level 3: Vehicle disconnects via disconnecting device 

Exit Strategy 
Entry Levels 

S
afe S

tate 
x x 

Exit Strategy 

N
o charging started 

S
afe S

tate 

Level 1: N
orm

al S
hutdow

n 

Level 2: E
m

ergency S
hutdow

n 

Level 3: Vehicle disconnects via disconnecting device 

S
afe S

tate 

S
afe S

tate 
x x 

S
afe S

tate 
70 

Description 
�

In order to prevent safety risks, the charging sequence shall be term
inated at this point under 

certain conditions. 

Term
inated 

before 
energy 
started 

�
If the energy transfer has already started, the charging process w

ould have to be term
inated. 

�
This is ALW

AYS
 a cascading chain of action that features several entry levels (3 level exit 

strategy): 
1.

N
orm

al S
hutdow

n via P
LC

, current ram
p dow

n at m
ax. 100A

/s in a standardized tim
e 

w
indow. If this is not successful, the next level w

ill be triggered autom
atically. 

  2.
E

m
ergency S

hutdow
n via pilot, initiated by E

V
 (P

ilot-> B
2) or station (P

ilot –> B
1), 

current ram
p dow

n at m
in. 200A

/s in a standardized tim
e w

indow. If this is not 
successful, the next level w

ill be triggered autom
atically. 

  3.
Vehicle disconnects via disconnecting device. D

esigned for disconnection under load. 

�
If the energy transfer has not started yet, the sequence w

ill be sim
ply stopped such that the 

next phase w
ill not be entered. In the follow

ing slides, this is used as M
itigation: “N

o charging 
allow

ed” and w
ill end in a safe state: 

 

Term
inated 

after     
energy 
started 

The defined E
xit S

trategy leads to the prevention of safety risks as the charging sequence can be 
term

inated under certain conditions. 



D
ate:  2015-06-02 

M
ated 

Initialize 
C

able C
heck 

P
recharge 

C
harge 

P
ow

er D
ow

n 

E
stablish electric connection 

High-Level Function: 
Potential failure: 

N
o charging started 

Level 1: N
orm

al S
hutdow

n 
Level 2: E

m
ergency S

hutdow
n 

Level 3: Vehicle disconnects via disconnecting device 

Exit Strategy 
Entry Levels 

S
afe S

tate 
x x 

Sequence Phase:  
M

ated 

Incom
plete m

ating 

W
ater, D

irt / D
ust intrusion 

D
egradation of contacts or cable attachm

ent (increased resistance and resulting 
overheating see slide 81) 

Potential failure: 

71 

C
ertain failures have been identified for the follow

ing phase.  
The failure prevention m

easures/exit strategies w
ill lead to a safe state.  



D
ate:  2015-06-02 

Vehicle 
 Com

m
unication 

H
igh Level (P

LC
) 

Low
 Level (P

ilot) 

Lock 
Supply Station 

 

DC Pow
er Unit 

(including C
harge 

C
ontroller) 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

PE 

Isolation C
heck 

Lock M
onitor 

HV System
 

(including B
attery) 

PE 
PP 

CP 
CP 

R
 

d.c.  
high 

V
out 

θ 
V

in D
isconnecting 

D
evice 

¾
P

otential E
ffect: O

verlapping of contacts not sufficient, reduced current capability 
¾

D
etection: N

o C
P contact detected (required to enter next phase) 

¾
M

itigation: N
o charging started 

¾
S

tandard R
ef: IE

C
 61851-23 C

C
.1a (t0) and IE

C
61851-23 C

C
.1, C

C
.2, C

C
.3, C

C
.4  

A
, +12V

 

Potential Failure: 
Incom

plete M
ating

 

72 



D
ate:  2015-06-02 

M
ated 

Initialize 
C

able C
heck 

P
recharge 

C
harge 

P
ow

er D
ow

n 

E
stablish electric connection 

High-Level Function: 
Potential failure: 

N
o charging started 

Level 1: N
orm

al S
hutdow

n 
Level 2: E

m
ergency S

hutdow
n 

Level 3: Vehicle disconnects via disconnecting device 

Exit Strategy 
Entry Levels 

S
afe S

tate 
x x 

Sequence Phase: 
M

ated 

Incom
plete m

ating 

W
ater, D

irt / D
ust intrusion 

D
egradation of contacts or cable attachm

ent (increased resistance and resulting 
overheating see slide 81) 

73 



D
ate:  2015-06-02 

Vehicle 
 Com

m
unication 

H
igh Level (P

LC
) 

Low
 Level (P

ilot) 

Lock 
Supply Station 

 

DC Pow
er Unit 

(including C
harge 

C
ontroller) 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

PE 

Isolation C
heck 

Lock M
onitor 

HV System
 

(including B
attery) 

PE 
PP 

CP 
CP 

R
 

d.c.  
high 

V
out 

θ 
V

in D
isconnecting 

D
evice 

¾
P

otential E
ffect: Insulation resistance decreases 

¾
D

etection: Isolation C
heck is perform

ed by S
upply S

tation including self test 
¾

M
itigation: Isolation C

heck = fault -> no charging started (D
rainage in Inlet. C

oupler (plugged system
) = IP

44) 
¾

S
tandard R

ef: Isolation C
heck IE

C
 61851-23, C

C
.5.1, IP

44 IE
C

 62196-1 11.3.1 

Potential Failure: 
W

ater, Dirt or Dust Intrusion
 

74 

5%
 

C
2 or D

2, +6V
 or +3V

 



D
ate:  2015-06-02 

M
ated 

Initialize 
C

able C
heck 

P
recharge 

C
harge 

P
ow

er D
ow

n 

E
stablish electric connection 

High-Level Function: 
Potential failure: 

N
o charging started 

Level 1: N
orm

al S
hutdow

n 
Level 2: E

m
ergency S

hutdow
n 

Level 3: Vehicle disconnects via disconnecting device 

Exit Strategy 
Entry Levels 

S
afe S

tate 
x x 

Sequence Phase: 
M

ated 

Incom
plete m

ating 

W
ater, D

irt / D
ust intrusion 

D
egradation of contacts or cable attachm

ent (increased resistance and resulting 
overheating see slide 81) 

75 

C
ertain failures have been identified for the follow

ing phase.  
The failure prevention m

easures/exit strategies w
ill lead to a safe state.  



D
ate:  2015-06-02 

M
ated 

Initialize 
C

able C
heck 

P
recharge 

C
harge 

P
ow

er D
ow

n 

Im
m

obilization Vehicle 

C
urrent capability of cable 

H
and S

haking/ C
om

patability 
A

ssessm
ent 

Locking C
onnector 

E
xchange operating lim

its and 
param

eters of charging 

High-Level Function: 

N
o charging started 

Level 1: N
orm

al S
hutdow

n 
Level 2: E

m
ergency S

hutdow
n 

Level 3: Vehicle disconnects via disconnecting device 

Exit Strategy 
Entry Levels 

S
afe S

tate 
x x 

Sequence Phase: 
Initalize 

P
ilot signal not set or w

rong value 

P
LC

 com
m

unication failed such that supply assum
es request for D

C
 charging instead 

of A
C

 or no valid P
LC

 com
m

unication established 

Potential failure: 

76 

C
ertain failures have been identified for the follow

ing phase.  
The failure prevention m

easures/exit strategies w
ill lead to a safe state.  



D
ate:  2015-06-02 

Vehicle 
 Com

m
unication 

H
igh Level (P

LC
) 

Low
 Level (P

ilot) 

Lock 
Supply Station 

 

DC Pow
er Unit 

(including C
harge 

C
ontroller) 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

PE 

Isolation C
heck 

Lock M
onitor 

HV System
 

(including B
attery) 

PE 
PP 

CP 
CP 

R
 

d.c.  
high 

V
out 

θ 
V

in D
isconnecting 

D
evice 

Potential Failure: 
Pilot Signal not set or W

rong Value
 

¾
P

otential E
ffects: N

o or invalid pilot signal 
¾

D
etection: Vehicle validates signal against standardized definitions 

¾
M

itigation: N
o charging started 

¾
S

tandard R
ef: IE

C
 61851-23, C

C
.1a tim

e stam
p t0/t4 and IE

C
61851-23 C

C
.1, C

C
.2, C

C
.3, C

C
.4  

77 

B
2, +9V

 

5%
 

V
out 

Isolation C
heck 



D
ate:  2015-06-02 

M
ated 

Initialize 
C

able C
heck 

P
recharge 

C
harge 

P
ow

er D
ow

n 

Im
m

obilization Vehicle 

C
urrent capability of cable 

H
and S

haking/ C
om

patability 
A

ssessm
ent 

Locking C
onnector 

E
xchange operating lim

its and 
param

eters of charging 

High-Level Function: 

N
o charging started 

Level 1: N
orm

al S
hutdow

n 
Level 2: E

m
ergency S

hutdow
n 

Level 3: Vehicle disconnects via disconnecting device 

Exit Strategy 
Entry Levels 

S
afe S

tate 
x x 

PW
M

 signal not set or w
rong value 

P
LC

 com
m

unication failed such that no valid P
LC

 com
m

unication established or 
supply assum

es request for D
C

 charging instead of A
C

 

Potential failure: 

78 

Sequence Phase: 
Initalize 
C

ertain failures have been identified for the follow
ing phase.  

The failure prevention m
easures/exit strategies w

ill lead to a safe state.  



D
ate:  2015-06-02 

Vehicle 
 Com

m
unication 

H
igh Level (P

LC
) 

Low
 Level (P

ilot) 

Lock 
Supply Station 

 

DC Pow
er Unit 

(including C
harge 

C
ontroller) 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

PE 

Isolation C
heck 

Lock M
onitor 

HV System
 

(including B
attery) 

PE 
PP 

CP 
CP 

R
 

d.c.  
high 

V
out 

θ 
V

in D
isconnecting 

D
evice 

Potential Failure: PLC Com
m

unication 
Failed or Incom

patible
 

¾
P

otential E
ffects: M

isinterpretation or incom
patibility of P

LC
 inform

ation 
¾

D
etection: C

om
patibility check (version based) 

¾
M

itigation: N
o charging started 

¾
S

tandard R
ef: IS

O
/IE

C
 15118-2 1) 

79 

B
2, +9V

 

5%
 

V
out 

Isolation C
heck 

1) In conjunction w
ith IS

O
/IE

C
 15118 please note also D

IN
 S

P
E

C
 70121.  

 
 



D
ate:  2015-06-02 

M
ated 

Initialize 
C

able C
heck 

P
recharge 

C
harge 

P
ow

er D
ow

n 

Im
m

obilization Vehicle 

C
urrent capability of cable 

H
and S

haking/ C
om

patability 
A

ssessm
ent 

Locking C
onnector 

E
xchange operating lim

its and 
param

eters of charging 

High-Level Function: 

N
o charging started 

Level 1: N
orm

al S
hutdow

n 
Level 2: E

m
ergency S

hutdow
n 

Level 3: Vehicle disconnects via disconnecting device 

Exit Strategy 
Entry Levels 

S
afe S

tate 
x x 

Locking failed 

Potential failure: 

80 

Sequence Phase: 
Initalize 
C

ertain failures have been identified for the follow
ing phase.  

The failure prevention m
easures/exit strategies w

ill lead to a safe state.  



D
ate:  2015-06-02 

Vehicle 
 Com

m
unication 

H
igh Level (P

LC
) 

Low
 Level (P

ilot) 

Lock 
Supply Station 

 

DC Pow
er Unit 

(including C
harge 

C
ontroller) 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

PE 

Isolation C
heck 

Lock M
onitor 

HV System
 

(including B
attery) 

PE 
PP 

CP 
CP 

R
 

d.c.  
high 

V
out 

θ 
V

in D
isconnecting 

D
evice 

Potential Failure: 
Locking Failed

 

¾
P

otential E
ffect: C

onnector is not locked and can be rem
oved 

¾
D

etection: Lock m
onitoring signals error 

¾
M

itigation: N
o charging started 

¾
S

tandard R
ef: IE

C
 62196-3, 16.301, IS

O
 17409 C

lause 9, IE
C

 61851-23 C
C

.5.3 
81 

B
2, +9V

 

5%
 



D
ate:  2015-06-02 

M
ated 

Initialize 
C

able C
heck 

P
recharge 

C
harge 

P
ow

er D
ow

n 

Im
m

obilization Vehicle 

C
urrent capability of cable 

H
and S

haking/ C
om

patability 
A

ssessm
ent 

Locking C
onnector 

E
xchange operating lim

its and 
param

eters of charging 

High-Level Function: 

N
o charging started 

Level 1: N
orm

al S
hutdow

n 
Level 2: E

m
ergency S

hutdow
n 

Level 3: Vehicle disconnects via disconnecting device 

Exit Strategy 
Entry Levels 

S
afe S

tate 
x x 

M
isinterpretation of param

eters and lim
its, 

supply operates w
ith w

rong voltage and/or current lim
its or param

eters  

Potential failure: 

82 

Sequence Phase: 
Initalize 
C

ertain failures have been identified for the follow
ing phase.  

The failure prevention m
easures/exit strategies w

ill lead to a safe state.  



D
ate:  2015-06-02 

Vehicle 
 Com

m
unication 

H
igh Level (P

LC
) 

Low
 Level (P

ilot) 

Lock 
Supply Station 

 

DC Pow
er Unit 

(including C
harge 

C
ontroller) 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

PE 

Isolation C
heck 

Lock M
onitor 

HV System
 

(including B
attery) 

PE 
PP 

CP 
CP 

R
 

d.c.  
high 

V
out 

θ 
V

in D
isconnecting 

D
evice 

Potential Failure: PLC Com
m

unication Error: 
M

isinterpretation of Param
eters and Lim

its 

¾
P

otential E
ffects : Later during charging: 1) O

vervoltage, 2) O
vercurrent, 3) R

everse current  
¾

D
etection: 1&

2) Voltage and current m
easurem

ent during charging 
¾

M
itigation: 1&

2) E
V

 initiated em
ergency shutdow

n. 3) P
rohibited and ensured by supply 

¾
S

tandard R
ef: IE

C
 61851-23 C

C
 for 1 and 2, IE

C
 61851-23 101.1.5 for 3 

83 

B
2, +9V

 

5%
 

V
out 

Isolation C
heck 



D
ate:  2015-06-02 

M
ated 

Initialize 
C

able C
heck 

P
recharge 

C
harge 

P
ow

er D
ow

n 

S
upply enables isolation check 

High-Level Function: 

N
o charging started 

Level 1: N
orm

al S
hutdow

n 
Level 2: E

m
ergency S

hutdow
n 

Level 3: Vehicle disconnects via disconnecting device 

Exit Strategy 
Entry Levels 

S
afe S

tate 
x x 

Isolation initially corrupt 

Isolation m
onitor m

alfunction 

Potential failure: 

84 

Sequence Phase: 
Cable Check 
C

ertain failures have been identified for the follow
ing phase.  

The failure prevention m
easures/exit strategies w

ill lead to a safe state.  



D
ate:  2015-06-02 

Vehicle 
 Com

m
unication 

H
igh Level (P

LC
) 

Low
 Level (P

ilot) 

Lock 
Supply Station 

 

DC Pow
er Unit 

(including C
harge 

C
ontroller) 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

PE 

Isolation C
heck 

Lock M
onitor 

HV System
 

(including B
attery) 

PE 
PP 

CP 
CP 

R
 

d.c.  
high 

V
out 

θ 
V

in D
isconnecting 

D
evice 

Potential Failure: 
Isolation Initially Corrupt  

¾
P

otential E
ffects: C

onnection betw
een H

V
 system

 and supply m
ay lead to strike or arc 

¾
D

etection: P
erform

 initial isolation check at 500V
 (m

andatory for supply, optional for vehicle) 
¾

M
itigation: N

o charging started 
¾

S
tandard R

ef: IE
C

 61851-23, C
C

5.1 
85 

5%
 

C
2 or D

2, +6V
 or +3V

 



D
ate:  2015-06-02 

M
ated 

Initialize 
C

able C
heck 

P
recharge 

C
harge 

P
ow

er D
ow

n 

S
upply enables isolation check 

High-Level Function: 

N
o charging started 

Level 1: N
orm

al S
hutdow

n 
Level 2: E

m
ergency S

hutdow
n 

Level 3: Vehicle disconnects via disconnecting device 

Exit Strategy 
Entry Levels 

S
afe S

tate 
x x 

Isolation initially corrupt 

Isolation m
onitor m

alfunction 

Potential failure: 

86 

Sequence Phase: 
Cable Check 
C

ertain failures have been identified for the follow
ing phase.  

The failure prevention m
easures/exit strategies w

ill lead to a safe state.  



D
ate:  2015-06-02 

Vehicle 
 Com

m
unication 

H
igh Level (P

LC
) 

Low
 Level (P

ilot) 

Lock 
Supply Station 

 

DC Pow
er Unit 

(including C
harge 

C
ontroller) 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

PE 

Isolation C
heck 

Lock M
onitor 

HV System
 

(including B
attery) 

PE 
PP 

CP 
CP 

R
 

d.c.  
high 

V
out 

θ 
V

in D
isconnecting 

D
evice 

Potential Failure: 
Isolation M

onitor M
alfunction

 

¾
P

otential E
ffects: C

orrupted isolation not detected.  
¾

D
etection: P

erform
 isolation m

onitor self test  
¾

M
itigation: N

o charging started  
¾

S
tandard R

ef: IE
C

 61851-23, C
C

5.1 
87 

S
elf Test 
o.k. 

5%
 

C
2 or D

2, +6V
 or +3V

 



D
ate:  2015-06-02 

M
ated 

Initialize 
C

able C
heck 

P
recharge 

C
harge 

P
ow

er D
ow

n 

S
upply enables H

igh Voltage 
D

C
 output 

Voltage S
ynchronization 

High-Level Function: 

N
o charging started 

Level 1: N
orm

al S
hutdow

n 
Level 2: E

m
ergency S

hutdow
n 

Level 3: Vehicle disconnects via disconnecting device 

Exit Strategy 
Entry Levels 

S
afe S

tate 
x x 

N
o / low

 voltage due to short circuit or broken w
ire, tim

eout. 

Potential failure: 

88 

Sequence Phase: 
Precharge 
C

ertain failures have been identified for the follow
ing phase.  

The failure prevention m
easures/exit strategies w

ill lead to a safe state.  



D
ate:  2015-06-02 

Vehicle 
 Com

m
unication 

H
igh Level (P

LC
) 

Low
 Level (P

ilot) 

Lock 
Supply Station 

 

DC Pow
er Unit 

(including C
harge 

C
ontroller) 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

PE 

Isolation C
heck 

Lock M
onitor 

HV System
 

(including B
attery) 

PE 
PP 

CP 
CP 

R
 

d.c.  
high 

V
out 

θ 
V

in D
isconnecting 

D
evice 

Potential Failure: Cable Defect –  
Short Circuit or Broken W

ire
 

¾
P

otential E
ffect: P

recharge voltage cannot be established 
¾

D
etection: Voltage m

easurem
ent 

¾
M

itigation: Tim
eout error, no charging started 

¾
S

tandard R
ef: IS

O
 17409 13.4.1, IE

C
 61851-23, 6.4.3.110 

89 

Isolation M
onitor 

5%
 

C
2 or D

2, +6V
 or +3V

 



D
ate:  2015-06-02 

M
ated 

Initialize 
C

able C
heck 

P
recharge 

C
harge 

P
ow

er D
ow

n 

S
upply enables H

igh Voltage 
D

C
 output 

Voltage S
ynchronization 

High-Level Function: 

N
o charging started 

Level 1: N
orm

al S
hutdow

n 
Level 2: E

m
ergency S

hutdow
n 

Level 3: Vehicle disconnects via disconnecting device 

Exit Strategy 
Entry Levels 

S
afe S

tate 
x x 

M
ism

atch betw
een requested and delivered voltage 

Voltage shift referred to ground 

Potential failure: 

90 

Sequence Phase: 
Precharge 
C

ertain failures have been identified for the follow
ing phase.  

The failure prevention m
easures/exit strategies w

ill lead to a safe state.  

C
om

m
unication error  



D
ate:  2015-06-02 

Vehicle 
 Com

m
unication 

H
igh Level (P

LC
) 

Low
 Level (P

ilot) 

Lock 
Supply Station 

 

DC Pow
er Unit 

(including C
harge 

C
ontroller) 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

PE 

Isolation C
heck 

Lock M
onitor 

HV System
 

(including B
attery) 

PE 
PP 

CP 
CP 

R
 

d.c.  
high 

V
out 

θ 
V

in D
isconnecting 

D
evice 

Potential Failure: Supply Control M
alfunction: 

Requested Voltage Not Delivered
 

¾
P

otential E
ffects: P

recharge Voltage incorrect. H
igh pow

er inrush current 
¾

D
etection: Vehicle input voltage m

easurem
ent and consistency check w

ith requested supply voltage 
¾

M
itigation: Vehicle disconnecting device still open. N

o charging started. 
¾

Im
plem

ented in IS
O

/IE
C

 15118-2 1) 8.7.2.2, IS
O

 17409 5.6.2, IS
O

 17409, 9.1 last paragraph
 

91 

Isolation M
onitor 

5%
 

C
2 or D

2, +6V
 or +3V

 

1) In conjunction w
ith IS

O
/IE

C
 15118 please note also D

IN
 S

P
E

C
 70121.  

 
 



D
ate:  2015-06-02 

M
ated 

Initialize 
C

able C
heck 

P
recharge 

C
harge 

P
ow

er D
ow

n 

S
upply enables H

igh Voltage 
D

C
 output 

Voltage S
ynchronization 

High-Level Function: 

N
o charging started 

Level 1: N
orm

al S
hutdow

n 
Level 2: E

m
ergency S

hutdow
n 

Level 3: Vehicle disconnects via disconnecting device 

Exit Strategy 
Entry Levels 

S
afe S

tate 
x x 

M
ism

atch betw
een requested and delivered voltage 

Voltage shift referred to ground 

Potential failure: 

92 

Sequence Phase: 
Precharge 
C

ertain failures have been identified for the follow
ing phase.  

The failure prevention m
easures/exit strategies w

ill lead to a safe state.  

C
om

m
unication error  



D
ate:  2015-06-02 

Vehicle 
 Com

m
unication 

H
igh Level (P

LC
) 

Low
 Level (P

ilot) 

Lock 
Supply Station 

 

DC Pow
er Unit 

(including C
harge 

C
ontroller) 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

PE 

Isolation C
heck 

Lock M
onitor 

HV System
 

(including B
attery) 

PE 
PP 

CP 
CP 

R
 

d.c.  
high 

V
out 

θ 
V

in D
isconnecting 

D
evice 

Potential failure: 
Voltage shift referred to ground 

¾
P

otential E
ffects: Isolation breakdow

n/stress caused by excessive voltage 
¾

M
itigation: Lim

it voltage shift (V
shift) caused by S

upply S
tation 

¾
S

tandard R
ef: IE

C
 61851-23 6.4.3.113, IE

C
 61851-23, 6.4.3.113 

93 

Isolation M
onitor 

5%
 

C
2 or D

2, +6V
 or +3V

 

V
Shift 



D
ate:  2015-06-02 

M
ated 

Initialize 
C

able C
heck 

P
recharge 

C
harge 

P
ow

er D
ow

n 

S
upply enables H

igh Voltage 
D

C
 output 

Voltage S
ynchronization 

High-Level Function: 

N
o charging started 

Level 1: N
orm

al S
hutdow

n 
Level 2: E

m
ergency S

hutdow
n 

Level 3: Vehicle disconnects via disconnecting device 

Exit Strategy 
Entry Levels 

S
afe S

tate 
x x 

M
ism

atch betw
een requested and delivered voltage 

Voltage shift referred to ground 

Potential failure: 

94 

Sequence Phase: 
Precharge 
C

ertain failures have been identified for the follow
ing phase.  

The failure prevention m
easures/exit strategies w

ill lead to a safe state.  

C
om

m
unication error  



D
ate:  2015-06-02 

Vehicle 
 Com

m
unication 

H
igh Level (P

LC
) 

Low
 Level (P

ilot) 

Lock 
Supply Station 

 

DC Pow
er Unit 

(including C
harge 

C
ontroller) 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

PE 

Isolation C
heck 

Lock M
onitor 

HV System
 

(including B
attery) 

PE 
PP 

CP 
CP 

R
 

d.c.  
high 

V
out 

θ 
V

in D
isconnecting 

D
evice 

Potential Failure: Com
m

unication Error  
(e.g. m

anipulation, external attack)  

¾
P

otential E
ffects: Incorrect voltage supplied; Tim

eout 
¾

D
etection: Input voltage m

easurem
ent and consistency check w

ith requested supply voltage 
¾

M
itigation: Vehicle disconnecting device still open, no charging started 

¾
S

tandard R
ef: IS

O
/IE

C
15118-2 1), 8.7.2.2, IS

O
 17409, 9.1 last paragraph 

95 

Isolation M
onitor 

5%
 

C
2 or D

2, +6V
 or +3V

 

1) In conjunction w
ith IS

O
/IE

C
 15118 please note also D

IN
 S

P
E

C
 70121.  

 
 



D
ate:  2015-06-02 

M
ated 

Initialize 
C

able C
heck 

P
recharge 

C
harge 

P
ow

er D
ow

n 

High-Level Function: 
S

upply transfers energy per 
E

V
 request 

N
o charging started 

Level 1: N
orm

al S
hutdow

n 
Level 2: E

m
ergency S

hutdow
n 

Level 3: Vehicle disconnects via disconnecting device 

Exit Strategy 
Entry Levels 

S
afe S

tate 
x x 

O
verheating of vehicle coupler 

Insulation corrupted during charging 

 of D
C

+ and D
C

- output circuit 

U
nintended disconnect 

W
rong output voltage at station (but w

ithin m
axim

um
 voltage rating) 

W
rong output current 

Potential failure: 

96 

Sequence Phase: 
Charge 
C

ertain failures have been identified for the follow
ing phase.  

The failure prevention m
easures/exit strategies w

ill lead to a safe state.  



D
ate:  2015-06-02 

Vehicle 
 Com

m
unication 

H
igh Level (P

LC
) 

Low
 Level (P

ilot) 

Lock 
Supply Station 

 

DC Pow
er Unit 

(including C
harge 

C
ontroller) 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

PE 

Isolation C
heck 

Lock M
onitor 

HV System
 

(including B
attery) 

PE 
PP 

CP 
CP 

R
 

d.c.  
high 

V
out 

θ 
V

in D
isconnecting 

D
evice 

¾
P

otential E
ffect: Isolation dam

age of insolation m
aterial supporting live parts 

¾
D

etection: Tem
perature m

onitoring of connector contacts 
¾

M
itigation: Tem

perature lim
ited by S

upply S
tation. S

upply S
tation w

ill initiate norm
al shutdow

n.  
¾

S
tandard R

ef: IE
C

 61851-23, A
nnex C

C
.5.2, IE

C
 61851-23, C

C
.4.2 and IS

O
 17409, 9.6 

Potential Failure: 
O

verheating of Coupler  

97 

Isolation M
onitor 

5%
 

C
2 or D

2, +6V
 or +3V

 

  



D
ate:  2015-06-02 

M
ated 

Initialize 
C

able C
heck 

P
recharge 

C
harge 

P
ow

er D
ow

n 

High-Level Function: 
S

upply transfers energy per 
E

V
 request 

N
o charging started 

Level 1: N
orm

al S
hutdow

n 
Level 2: E

m
ergency S

hutdow
n 

Level 3: Vehicle disconnects via disconnecting device 

Exit Strategy 
Entry Levels 

S
afe S

tate 
x x 

O
verheating of vehicle coupler 

Insulation corrupted during charging 

 of D
C

+ and D
C

- output circuit 

U
nintended disconnect 

W
rong output voltage at station (but w

ithin m
axim

um
 voltage rating) 

W
rong output current 

Potential failure: 

98 

Sequence Phase: 
Charge 
C

ertain failures have been identified for the follow
ing phase.  

The failure prevention m
easures/exit strategies w

ill lead to a safe state.  



D
ate:  2015-06-02 

Vehicle 
 Com

m
unication 

H
igh Level (P

LC
) 

Low
 Level (P

ilot) 

Lock 
Supply Station 

 

DC Pow
er Unit 

(including C
harge 

C
ontroller) 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

PE 

Isolation C
heck 

Lock M
onitor 

HV System
 

(including B
attery) 

PE 
PP 

CP 
CP 

R
 

d.c.  
high 

V
out 

θ 
V

in D
isconnecting 

D
evice 

¾
P

otential E
ffect: Isolation fault 

¾
D

etection: C
ontinuous isolation m

onitoring at station (<100kO
hm

) 
¾

M
itigation: Fault state of isolation m

onitor and supply initiated norm
al shutdow

n 
¾

S
tandard R

ef: IE
C

 61851-23, A
nnex C

C
.5.1 

Potential Failure: 
Insulation Corrupted during Charging  

99 

Isolation M
onitor 

5%
 

C
2 or D

2, +6V
 or +3V

 

  



D
ate:  2015-06-02 

M
ated 

Initialize 
C

able C
heck 

P
recharge 

C
harge 

P
ow

er D
ow

n 

High-Level Function: 
S

upply transfers energy per 
E

V
 request 

N
o charging started 

Level 1: N
orm

al S
hutdow

n 
Level 2: E

m
ergency S

hutdow
n 

Level 3: Vehicle disconnects via disconnecting device 

Exit Strategy 
Entry Levels 

S
afe S

tate 
x x 

O
verheating of vehicle coupler 

Insulation corrupted during charging 

 betw
een D

C
+ and D

C
-  

U
nintended disconnect 

W
rong output voltage at station (but w

ithin m
axim

um
 voltage rating) 

W
rong output current 

Potential failure: 

100 

Sequence Phase: 
Charge 
C

ertain failures have been identified for the follow
ing phase.  

The failure prevention m
easures/exit strategies w

ill lead to a safe state.  



D
ate:  2015-06-02 

Vehicle 
 Com

m
unication 

H
igh Level (P

LC
) 

Low
 Level (P

ilot) 

Lock 
Supply Station 

 

DC Pow
er Unit 

(including C
harge 

C
ontroller) 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

PE 

Isolation C
heck 

Lock M
onitor 

HV System
 

(including B
attery) 

PE 
PP 

CP 
CP 

R
 

d.c.  
high 

V
out 

θ 
V

in D
isconnecting 

D
evice 

¾
P

otential E
ffects: O

verheating, A
rching 

¾
D

etection: E
V

 and E
V

S
E

 voltage m
easurem

ent recognises low
 voltage 

¾
M

itigation: Vehicle over-current protection, vehicle initiated norm
al shutdow

n 
¾

S
tandard R

ef: IS
O

 17409 C
lause 6.  

Potential Failure: 
 Betw

een DC+ & DC-  

101 

Isolation M
onitor 

5%
 

C
2 or D

2, +6V
 or +3V

 



D
ate:  2015-06-02 

M
ated 

Initialize 
C

able C
heck 

P
recharge 

C
harge 

P
ow

er D
ow

n 

High-Level Function: 
S

upply transfers energy per 
E

V
 request 

N
o charging started 

Level 1: N
orm

al S
hutdow

n 
Level 2: E

m
ergency S

hutdow
n 

Level 3: Vehicle disconnects via disconnecting device 

Exit Strategy 
Entry Levels 

S
afe S

tate 
x x 

overheating of vehicle coupler 

insulation corrupted during charging 

 of D
C

+ and D
C

- output circuit 

U
nintended disconnect 

w
rong output voltage at station (but w

ithin m
axim

um
 voltage rating) 

w
rong output current 

Potential failure: 

102 

Sequence Phase: 
Charge 
C

ertain failures have been identified for the follow
ing phase.  

The failure prevention m
easures/exit strategies w

ill lead to a safe state.  



D
ate:  2015-06-02 

Vehicle 
 Com

m
unication 

H
igh Level (P

LC
) 

Low
 Level (P

ilot) 

Lock 
Supply Station 

 

DC Pow
er Unit 

(including C
harge 

C
ontroller) 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

PE 

Isolation C
heck 

Lock M
onitor 

HV System
 

(including B
attery) 

PE 
PP 

CP 
CP 

R
 

d.c.  
high 

V
out 

θ 
V

in D
isconnecting 

D
evice 

¾
P

otential E
ffect: H

ot disconnect w
ith arc 

¾
D

etection: N
one required 

¾
M

itigation: Locking of connector (752N
) 

¾
S

tandard: IE
C

 62196-3 26.302, IS
O

 17409 C
lause 9, IE

C
 61851-23 6.4.3.104 

Prevention by design for 
Unintended Disconnect  

103 

Isolation M
onitor 

C
2, +6V

 

5%
 

  



D
ate:  2015-06-02 

Vehicle 
 Com

m
unication 

H
igh Level (P

LC
) 

Low
 Level (P

ilot) 

Lock 
Supply Station 

 

DC Pow
er Unit 

(including C
harge 

C
ontroller) 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

PE 

Isolation C
heck 

Lock M
onitor 

HV System
 

(including B
attery) 

PE 
PP 

CP 
CP 

R
 

d.c.  
high 

V
out 

θ 
V

in D
isconnecting 

D
evice 

¾
P

otential E
ffect: C

onnector can be unplugged under load 
¾

D
etection: Lock m

onitor has status fault 
¾

M
itigation: Vehicle initiated em

ergency shutdow
n 

¾
S

tandard R
ef: IS

O
 17409 C

lause 9  

Potential Failure: 
Locking Failure (W

ithout Disconnection)  

104 

Isolation M
onitor 

5%
 

C
2 or D

2, +6V
 or +3V

 

  



D
ate:  2015-06-02 

Vehicle 
 Com

m
unication 

H
igh Level (P

LC
) 

Low
 Level (P

ilot) 

Lock 
Supply Station 

 

DC Pow
er Unit 

(including C
harge 

C
ontroller) 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

PE 

Isolation C
heck 

Lock M
onitor 

HV System
 

(including B
attery) 

PE 
PP 

CP 
CP 

R
 

d.c.  
high 

V
out 

θ 
V

in D
isconnecting 

D
evice 

¾
P

otential E
ffect: H

ot disconnect w
ith arc 

¾
D

etection: Interlocking – Interruption of C
P (state change from

 C
2 -> A

2) 
¾

M
itigation: C

P lost shutdow
n (<5A w

ithin 30m
s, <60V

 w
ithin 100m

s) 
¾

S
tandard R

ef: IE
C

 61851-23 9.4, IE
C

 61851-23 A
nnex C

C
.5.4  

Breaking Capacity according to
   

IEC 61851-23 9.4 

105 

Isolation M
onitor 

A
2, +12V

 

5%
 

  



D
ate:  2015-06-02 

M
ated 

Initialize 
C

able C
heck 

P
recharge 

C
harge 

P
ow

er D
ow

n 

High-Level Function: 
S

upply transfers energy per 
E

V
 request 

N
o charging started 

Level 1: N
orm

al S
hutdow

n 
Level 2: E

m
ergency S

hutdow
n 

Level 3: Vehicle disconnects via disconnecting device 

Exit Strategy 
Entry Levels 

S
afe S

tate 
x x 

O
verheating of vehicle coupler 

Insulation corrupted during charging 

 of D
C

+ and D
C

- output circuit 

U
nintended disconnect 

W
rong output voltage at station (but w

ithin m
axim

um
 voltage rating) 

W
rong output current 

Potential failure: 

106 

Sequence Phase: 
Charge 
C

ertain failures have been identified for the follow
ing phase.  

The failure prevention m
easures/exit strategies w

ill lead to a safe state.  



D
ate:  2015-06-02 

Vehicle 
 Com

m
unication 

H
igh Level (P

LC
) 

Low
 Level (P

ilot) 

Lock 
Supply Station 

 

DC Pow
er Unit 

(including C
harge 

C
ontroller) 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

PE 

Isolation C
heck 

Lock M
onitor 

HV System
 

(including B
attery) 

PE 
PP 

CP 
CP 

R
 

d.c.  
high 

V
out 

θ 
V

in D
isconnecting 

D
evice 

¾
P

otential E
ffect: H

igher voltage at output than requested or low
er voltage (m

ay lead to reverse pow
er flow

) 
¾

D
etection: Voltage m

easurem
ent w

ithin E
V

 and consistency check w
ith requested voltage 

¾
M

itigation: 1. Voltage change request, if no reaction: 2. N
orm

al shutdow
n 

¾
S

tandard R
ef: IS

O
 17409, 9.4 

Potential Failure: W
rong O

utput Voltage at  
Station (W

ithin M
axim

um
 Voltage Rating)  

107 

Isolation M
onitor 

  

5%
 

C
2 or D

2, +6V
 or +3V

 



D
ate:  2015-06-02 

M
ated 

Initialize 
C

able C
heck 

P
recharge 

C
harge 

P
ow

er D
ow

n 

High-Level Function: 
S

upply transfers energy per 
E

V
 request 

N
o charging started 

Level 1: N
orm

al S
hutdow

n 
Level 2: E

m
ergency S

hutdow
n 

Level 3: Vehicle disconnects via disconnecting device 

Exit Strategy 
Entry Levels 

S
afe S

tate 
x x 

O
verheating of vehicle coupler 

Insulation corrupted during charging 

 of D
C

+ and D
C

- output circuit 

U
nintended disconnect 

W
rong output voltage at station (but w

ithin m
axim

um
 voltage rating) 

W
rong output current 

Potential failure: 

108 

Sequence Phase: 
Charge 
C

ertain failures have been identified for the follow
ing phase.  

The failure prevention m
easures/exit strategies w

ill lead to a safe state.  



D
ate:  2015-06-02 

Vehicle 
 Com

m
unication 

H
igh Level (P

LC
) 

Low
 Level (P

ilot) 

Lock 
Supply Station 

 

DC Pow
er Unit 

(including C
harge 

C
ontroller) 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

PE 

Isolation C
heck 

Lock M
onitor 

HV System
 

(including B
attery) 

PE 
PP 

CP 
CP 

R
 

d.c.  
high 

V
out 

θ 
V

in D
isconnecting 

D
evice 

¾
P

otential E
ffect: O

vercurrent, overheating of com
ponents in vehicle due to high current 

¾
D

etection: C
urrent m

easurem
ent w

ithin E
V

 
¾

M
itigation: E

ntry point S
afe S

tate: Vehicle initiated norm
al shutdow

n, vehicle fuse w
ithin H

V
 system

 breaks 
¾

S
tandard R

ef: IS
O

17409, Third paragraph  

Potential Failure: 
W

rong O
utput Current at Station

 

109 

Isolation M
onitor 

  

5%
 

C
2 or D

2, +6V
 or +3V

 



D
ate:  2015-06-02 

M
ated 

Initialize 
C

able C
heck 

P
recharge 

C
harge 

P
ow

er D
ow

n 

High-Level Function: 

N
o charging started 

Level 1: N
orm

al S
hutdow

n 
Level 2: E

m
ergency S

hutdow
n 

Level 3: Vehicle disconnects via disconnecting device 

Exit Strategy 
Entry Levels 

S
afe S

tate 
x x 

S
upply reduces output current 

to 0A
 

E
V

 disconnecting device 
breaks the circuit 

D
eenergizing of S

upply output  
(reduce output voltage to 0V

) 

U
nlocking of connector 

U
nplug connector 

S
upply does not ram

p dow
n the current. 

110 

Potential failure: 

Sequence Phase: 
Pow

er Dow
n 

C
ertain failures have been identified for the follow

ing phase.  
The failure prevention m

easures/exit strategies w
ill lead to a safe state.  



D
ate:  2015-06-02 

Vehicle 
 Com

m
unication 

H
igh Level (P

LC
) 

Low
 Level (P

ilot) 

Lock 
Supply Station 

 

DC Pow
er Unit 

(including C
harge 

C
ontroller) 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

PE 

Isolation C
heck 

Lock M
onitor 

HV System
 

(including B
attery) 

PE 
PP 

CP 
CP 

R
 

d.c.  
high 

V
out 

θ 
V

in D
isconnecting 

D
evice 

Potential Failure: 
Supply does not Ram

p Dow
n Voltage

 

¾
P

otential E
ffects: O

vervoltage, overcurrent 
¾

D
etection: Vehicle input voltage m

easurem
ent, current derived 

¾
M

itigation: Vehicle disconnecting device opens, Vehicle initiated em
ergency shutdow

n 
¾

S
tandard R

ef: IS
O

/IE
C

 15118-2 1), 8.7.2.2, IS
O

17409, third paragraph  

111 

Isolation M
onitor 

5%
 

C
2 or D

2, +6V
 or +3V

 

1) In conjunction w
ith IS

O
/IE

C
 15118 please note also D

IN
 S

P
E

C
 70121.  

 
 



D
ate:  2015-06-02 

M
ated 

Initialize 
C

able C
heck 

P
recharge 

C
harge 

P
ow

er D
ow

n 

High-Level Function: 

N
o charging started 

Level 1: N
orm

al S
hutdow

n 
Level 2: E

m
ergency S

hutdow
n 

Level 3: Vehicle disconnects via disconnecting device 

Exit Strategy 
Entry Levels 

S
afe S

tate 
x x 

S
upply reduces output current 

to 0A
 

E
V

 disconnecting device 
breaks the circuit 

D
eenergizing of S

upply output  
(reduce output voltage to 0V

) 

U
nlocking of connector 

U
nplug connector 

112 

Sequence Phase: 
Charge 
There are no failures for the m

arked H
igh Level Function. 



D
ate:  2015-06-02 

M
ated 

Initialize 
C

able C
heck 

P
recharge 

C
harge 

P
ow

er D
ow

n 

High-Level Function: 

N
o charging started 

Level 1: N
orm

al S
hutdow

n 
Level 2: E

m
ergency S

hutdow
n 

Level 3: Vehicle disconnects via disconnecting device 

Exit Strategy 
Entry Levels 

S
afe S

tate 
x x 

S
upply reduces output current 

to 0A
 

E
V

 disconnecting device 
breaks the circuit 

D
eenergizing of S

upply output  
(reduce output voltage to 0V

) 

U
nlocking of connector 

U
nplug connector 

R
em

aining high voltage on connector 

Potential failure: 

113 

K
eep Lock 

Sequence Phase: 
Charge 
C

ertain failures have been identified for the follow
ing phase.  

The failure prevention m
easures/exit strategies w

ill lead to a safe state.  



D
ate:  2015-06-02 

Vehicle 
 Com

m
unication 

H
igh Level (P

LC
) 

Low
 Level (P

ilot) 

Lock 
Supply Station 

 

DC Pow
er Unit 

(including C
harge 

C
ontroller) 

Com
m

unication 
H

igh Level (P
LC

) 

Low
 Level (P

ilot) 

PE 

Isolation C
heck 

Lock M
onitor 

HV System
 

(including B
attery) 

PE 
PP 

CP 
CP 

R
 

d.c.  
high 

V
out 

θ 
V

in D
isconnecting 

D
evice 

Potential Failure: Supply does not De-Energize  
(Rem

aining high voltage on connector) 
 

¾
P

otential E
ffects: O

vervoltage 
¾

D
etection: Vehicle input voltage m

easurem
ent 

¾
M

itigation: S
equence stopped, next function cannot be entered (unlocking), keep lock 

¾
S

tandard R
ef: IS

O
/IE

C
 15118-2 1), 8.7.2.2, IS

O
 17409, 5.5.3  

114 

Isolation M
onitor 

5%
 

C
2 or D

2, +6V
 or +3V

 

1) In conjunction w
ith IS

O
/IE

C
 15118 please note also D

IN
 S

P
E

C
 70121.  

 
 



D
ate:  2015-06-02 

M
ated 

Initialize 
C

able C
heck 

P
recharge 

C
harge 

P
ow

er D
ow

n 

High-Level Function: 

N
o charging started 

Level 1: N
orm

al S
hutdow

n 
Level 2: E

m
ergency S

hutdow
n 

Level 3: Vehicle disconnects via disconnecting device 

Exit Strategy 
Entry Levels 

S
afe S

tate 
x x 

S
upply reduces output current 

to 0A
 

E
V

 disconnecting device 
breaks the circuit 

D
eenergizing of S

upply output  
(reduce output voltage to 0V

) 

U
nlocking of connector 

U
nplug connector 

115 

Sequence Phase: 
Charge 
There are no failures for the m

arked H
igh Level Function. 

N
o H

V-S
afety R

isk 



D
ate:  2015-06-02 

M
ated 

Initialize 
C

able C
heck 

P
recharge 

C
harge 

P
ow

er D
ow

n 

High-Level Function: 

N
o charging started 

Level 1: N
orm

al S
hutdow

n 
Level 2: E

m
ergency S

hutdow
n 

Level 3: Vehicle disconnects via disconnecting device 

Exit Strategy 
Entry Levels 

S
afe S

tate 
x x 

S
upply reduces output current 

to 0A
 

E
V

 disconnecting device 
breaks the circuit 

D
eenergizing of S

upply output  
(reduce output voltage to 0V

) 

U
nlocking of connector 

U
nplug connector 

C
onnector cannot be unplugged – no H

V-S
afety R

isk 

Potential failure: 

116 

Sequence Phase: 
Charge 
C

ertain failures have been identified for the follow
ing phase.  

The failure prevention m
easures/exit strategies w

ill lead to a safe state.  
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SLAC 
 

Initialisation 
 

Cable Check 
 

Precharge 
 

Current Dem
and 

 
W

elding detection 
 

Session Stop 

Initialisation 
I 

1.
A

uthenticate 
2.

Press „start“ button 
3.

P
lug-in connector 

 

II 
1.

P
lug-in connector 

2.
A

uthenticate 
3.

Press „start“ button 
 

There can be tw
o different w

ays for the custom
er to start the charging 

process: 

For both sequences (especially for sequence II) it w
ill be im

portant to 
im

plem
ent w

aitingtim
e in the sequence for the custom

er to press the start 
button. 
For this tim

e, please use a loop in the C
ontractA

uthentication m
essage. A 

w
aiting tim

e for the custom
er at this period could be as long as 2 m

inutes 
at the E

V
S

E
 side.  S

o the custom
er can press the „start“-button at any 

tim
e until C

ontractA
uthentication and w

ill see a succesfull charging. 

G
eneral inform

ation for EVSE‘s 
A

dvice to im
plem

ent a w
ainting tim

e for authentication 
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•
P

rotection against environm
ental condition for the repository of the C

C
S

 C
onnector shall 

be considered. 
 

•
IP

-protection of cabinet/housing of charging station shall be considered.  
 •

A
ll P

E
-lines shall be connected to one ground term

inal to prevent different ground 
potentials betw

een different boards. 
 •

D
ocum

entation w
ith reference to serial num

ber of charging station shall include 
inform

ation on im
plem

ented softw
are version.  

 •
R

equirem
ent to send a response code like „failed“ if m

essages w
ere send at the w

rong 
tim

e shall be im
plem

ented according to D
IN

 S
P

E
C

 70121:2014-12, [V
2G

-D
C

-666]. 
  

G
eneral inform

ation for EVSE‘s 
A

dditional key points I 
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•
C

M
_S

LA
C

_M
ATC

H
.cnf from

 E
V

S
E

 shall be send as unicast m
essage 

 •
P

ilot voltage shall be in state B
1 after com

ing from
 state B

2, until connector is 
plugged out. O

scillator shall not be started again.  

not correct 
correct 

G
eneral inform

ation for EVSE‘s 
A

dditional key points II 
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Description 

�
B

ased on the standards a com
plete and organized list clarifies the content of each standard. 

Available inform
ation are associated docum

ent num
ber, title, content and optionally som

e 
com

m
ents.  

�
The follow

ing overview
 of international and legal standards contains all m

andatory and 
optional requirem

ents. The follow
ing fields are taken into account: 

�
C

onnector, 
�

C
om

m
unication, 

�
C

harging Topology, 
�

G
eneral S

tandards 
�

The follow
ing overview

 of suppliers is an extract and show
s som

e m
ajor com

panies 

The overview
 of standards show

s all the necessary standards w
hich has to be applied for build up a 

d.c. fast-charging system
. A

ll listed m
anufacturers and suppliers are active in the field of D

C
 fast-

charging infrastructure.  

Disclaim
er 

O
nly public available S

tandards and S
pecification published by IS

O
/IE

C
 and the relevant national S

tandard 

B
odies have to be used for product developm

ent.  

The content of this D
esign G

uide is not  binding nor can be exclusively used as basis for product developm
ent. 

 A
s som

e standards for the C
om

bined C
harging S

ystem
 are not finalized yet (status IS

), the relevant standards 

for the Im
plem

entation of the C
om

bined C
harging S

ystem
 is organized by the  

C
om

bined C
harging S

ystem
 S

pecification. 
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G
eneral S

tandards/D
escription – Functions of the fast charging station 

 
Connector 
IEC

 62196 

G
eneral requirem

ents for AC
 and D

C
 

charging plugs, socket-outlets, connectors, 
inlets and cable assem

blies for electric 
vehicles 

 
Com

m
unication 

ISO
/IEC

 15118 1) 

G
eneral inform

ation about the high level 
com

m
unication and use cases of intelligent 

charging 

 
Supply Stations 

IEC
 61851 2) 

G
eneral requirem

ents for charging electric 
road vehicles at standard a.c. supply 

voltages up to 1.000V and at d.c. voltages up 
to 1.500V including low

 level com
m

unication 

G
eneral Standards 

Standards and Suppliers 

1) In conjunction w
ith IS

O
/IE

C
 15118 please note also D

IN
 S

P
E

C
 70121.  

2) P
lease note that IE

C
 61851-21 as part of IE

C
 61851 w

ill be replaced by IS
O

 17409 in the near future. 
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C
onnector S

tandards 
Docum

ent Num
ber 

Title 
Content  

Com
m

ents 

IEC
 62196-1 

Part 1: G
eneral requirem

ents for Plugs, 
socket-outlets, vehicle connectors and 
vehicle inlets - C

onductive charging of 
electric vehicles 

G
eneral requirem

ents for AC
 and D

C
 charging w

ith 
rated operating voltage not exceeding: 
•

690V a.c., 50–60 H
z, at a rated current not 

exceeding 250A; 
•

600V d.c., at a rated current not exceeding 400A
 

•
Accessories and cable assem

blies are to be 
used in an am

bient tem
perature of betw

een –30 
°C

 and +50 °C
 

 

IEC
 62196-2 

Part 2: D
im

ensional com
patibility and 

interchangeability requirem
ents for a.c. 

Pin and contact-tube accessories 

R
equirem

ents contains categorizations on plug 
types to be used in the AC

 charging process: 
•

Type 1 - single phase vehicle coupler  
•

Type 2 - single and three phase vehicle coupler  
•

Type 3 - single and three phase vehicle coupler 
w

ith shutters 

•
U

se sam
e PVM

 Signal 
(C

ontrol Pilot and 
Protective Earth) 

IEC
 62196-3 

Part 3: D
im

ensional interchangeability 
requirem

ents for pin & contact‐tube 
coupler, rated operating voltage & 
current up to 1.000V d.c., 400A for 
dedicated d.c. charging. 

Specifications on H
igh Pow

er D
C

 couplers (m
ax. 

1.000V D
C

 / 400A plugs): 
•

C
om

bo 1 and 2 (850V, 200A D
C

) 
•

Japan C
H

A
deM

O
 Type 1 (600V, 200A D

C
) 

•
C

hina D
C

 Type 2 (750V, 250A D
C

) 

•
U

se sam
e PVM

 Signal 
(C

ontrol Pilot and 
Protective Earth) 
 

NAR pendant: 

SAE J1772 
Electric vehicle and plug in hybrid 
electric vehicle conductive charge 
coupler 

R
equirem

ents for charging m
odes w

hich m
ust be 

supported by the charging station: 
•

SAE AC
-Level2 - AC

 charging 
•

SAE D
C

-Level2 - D
C

 charging 

 

Standards and Suppliers 
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S
upply S

tation S
tandards 

Docum
ent Num

ber 
Title 

Content 
Com

m
ents 

IEC
 61851-1 

Part 1: G
eneral requirem

ents for Electric 
vehicle conductive charging system

  
G

eneral requirem
ents for charging electric road 

vehicles at standard a.c. supply voltages up to 
1.000V and at d.c. voltages up to 1.500V, and for 
providing electrical pow

er for any additional services 
on the vehicle if required w

hen connected to the 
supply netw

ork. 

IEC
 61851-21 

Part 21: Electric vehicle requirem
ents for 

conductive connection to an AC
/D

C
 

supply 

R
equirem

ents only to on-board circuits w
ith the 

follow
ing m

axim
um

 w
orking voltages: For a.c. 

voltages up to 1.000V and for d.c. voltages up to 
1.500 V. This includes tests on the com

plete vehicle 
w

ith the charging system
 installed and tests on the 

charging system
 as a com

ponent. 

IEC
 61851-22 

Part 22: AC
 electric vehicle charging 

station 
R

equirem
ents for a.c. electric vehicle charging 

stations for conductive connection to an electric 
vehicle, w

ith a.c. supply voltages according up to 
1.000V. 

IEC
 61851-23 

Part 23: D
C

 electric vehicle charging 
station 

R
equirem

ents for d.c. electric vehicle charging or 
supply stations for conductive connection to the 
vehicle, w

ith an a.c. or d.c. input voltage, up to 
1.000V a.c. and up to 1.500V d.c.. 

•
Tem

perature m
onitoring 

is m
andatory 

•
C

onnector is to be used 
in an am

bient 
tem

perature of betw
een  

–30 °C
 and +50 °C

 

Standards and Suppliers 
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Vehicle S
tandards 

Docum
ent Num

ber 
Title 

ISO
 6469-3 

Electric road vehicles - Safety specifications - Part 3: Protection of persons against electric 
hazards 

ISO
 17409 

Electrically propelled road vehicles - C
onnection to an external electric pow

er supply - Safety 
requirem

ents 

Standards and Suppliers 
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C
om

m
unication S

tandards 
Docum

ent Num
ber 

Title 
Content 

ISO
/IEC

 15118-1 
R

oad vehicles —
 Vehicle to grid com

m
unication interface – 

Part 1: G
eneral inform

ation and use-case definition 
G

eneral inform
ation about the com

m
unication and usecase 

definition betw
een electric vehicles and the electric vehicle 

supply equipm
ent 

ISO
/IEC

 15118-2 
 …

 Part 2: N
etw

ork and application protocol requirem
ents 

Technical Protocol description and open system
s 

interconnections (O
SI) layer requirem

ents 

ISO
/IEC

 15118-3 
 …

 Part 3:  Physical and data link layer requirem
ents 

W
ired physical and data link layer requirem

ents for a high 
level com

m
unication 

ISO
/IEC

 15118-4 
 …

 Part 4: N
etw

ork and application protocol conform
ance test 

Standard in process 

D
IN

 SPEC
 70121 

Electrom
obility - D

igital com
m

unication betw
een a d.c. EV 

charging station and an electric vehicle for control of d.c. 
charging in the C

om
bined C

harging System
 

D
efines com

m
unication betw

een the EVSE and EV w
ith 

regard to d.c. charging w
ith EIM

. 

IEC
 61851-24 

Electric vehicle conductive charging system
 - Part 24: C

ontrol 
com

m
unication protocol betw

een off-board D
C

 charger and 
electric vehicle 

R
equirem

ents for digital com
m

unication betw
een a d.c. EV 

charging station and an electric vehicle for control of d.c. 
charging, w

ith an a.c. supply input voltages up to 1.000V and 
d.c. output voltages up to 1.500V for the conductive charging 
procedure 

IEC
 61850 

C
om

m
unication N

etw
orks and System

s in Substations 
G

eneral and specific functional requirem
ents for provide 

interoperability betw
een the intelligent electronic devices for 

protection, m
onitoring, m

etering, control and autom
ation in 

substations 

NAR pendant: 

SAE J2847 
C

om
m

unication betw
een Plug-in Vehicles and…

 
•

the U
tility G

rid, the supply Equipm
ent, the U

tility G
rid for 

R
everse Pow

er Flow
 and for D

iagnostic C
om

m
unication for 

Plug-in Vehicles 

SAE 2931 
Inband Signaling C

om
m

unication for Plug-in Electric Vehicles 
R

equirem
ents for digital com

m
unication betw

een Plug-in 
Vehicles, the Electric Vehicle Supply Equipm

ent  and the utility 
or service provider, Energy Services Interface, Advanced 
M

etering Infrastructure and H
om

e Area N
etw

ork. 

Standards and Suppliers 
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G
eneral S

tandards 
Docum

ent Num
ber 

Title 

IEC
 61439-7 

Low
-voltage sw

itchgear and control gear assem
blies - Part 7 

IEC
 60038 

IEC
 standard voltages 

IEC
 61000-4-4 

Electrom
agnetic com

patibility (EM
C

) - Part 4-4: Testing and m
easurem

ent techniques - Electrical fast transient/burst im
m

unity test 

IEC
 61000-4-5 

Electrom
agnetic com

patibility (EM
C

) – Part 4-5:Testing and m
easurem

ent techniques – Surge im
m

unity test 

IEC
 61000-4-6 

Electrom
agnetic com

patibility (EM
C

) - Part 4-6: Testing and m
easurem

ent techniques - Im
m

unity to conducted disturbances, 
induced by radio-frequency fields 

IEC
 61000-4-11 

Interpretation sheet 1 - Electrom
agnetic com

patibility (EM
C

) - Part 4-11: Testing and m
easurem

ent techniques - Voltage dips, 
short interruptions and voltage variations im

m
unity tests 

IEC
 61557-8 

Electrical safety in low
 voltage distribution system

s up to 1.000V AC
 and 1.500V D

C
 - Equipm

ent for testing, m
easuring or 

m
onitoring of protective m

easures - Part 8: Insulation m
onitoring devices for IT system

s 

N
oise TA 

Technical instructions for noise protection 

IEC
 61000-6-1 

Electrom
agnetic com

patibility (EM
C

) - Part 6-1: G
eneric standards - Im

m
unity for residential, com

m
ercial and light-industrial 

environm
ents 

IEC
 60529 

D
egrees of protection provided by enclosures (IP C

ode) 

IEC
 60364-7-722 

Low
 voltage electrical installations: Part 7-722: R

equirem
ents for special installations or locations - Supply of Electric vehicle 

NAR and G
erm

an pendant: 

SAE J1766 
R

ecom
m

ended Practice for Electric and H
ybrid Electric Vehicle Battery System

s C
rash Integrity Testing 

D
IN

 EN
 50160 

Voltage characteristics of electricity supplied by public distribution netw
orks 

Standards and Suppliers 
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Com
pany 

Field of activity 
Address 

A
uronik 

Layer 1 – 6 m
odule 

Friedrich-S
eele-S

traße 3, D
-38122 

B
raunschw

eig, w
w

w.auronik.de 

C
O

D
IC

O
 G

m
bH

 
H

om
eP

lug G
reen P

H
Y solution 

Zw
ingenstraße 6-8, A

U
-2380 

P
erchtoldsdorf, w

w
w.codico.com

 

Leoni 
C

able 
M

arienstraße 7, D
-90402 

N
ürnberg, w

w
w.leoni.com

/ 
P

hoenix C
ontact 

C
om

bo C
onnector and Inlet 

Flachsm
arktstraße 8,D

-32825 
B

lom
berg, w

w
w.phaenixcontact.com

 

P
rysm

ian C
abel and S

ystem
s 

C
able 

A
ustrasse 99, D

-96465 N
eustadt 

bei C
oburg, w

w
w.special-cables-

neustadt-coburg.de/ 
S

um
itom

o E
lectric W

iring S
ystem

s 
C

able 
D

ieselstrasse 33, 38446 W
olfsburg, 

w
w

w.sew
s-ce.com

 

Q
ualcom

m
 A

theros 
P

LC
 G

reen P
H

Y IC
s 

1700 Technology D
rive, 

S
an Jose, C

A 95110, 
w

w
w.qca.qualcom

m
.com

 

Vector 
Layer 1 - 6 m

odule  
Ingersheim

er S
traße 24, D

-70499 
S

tuttgart, w
w

w.vector.com
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